
Unmanned Aerial Vehicles (UAV) or Unmanned Aircraft Systems (UAS), aka Drones

Threats to the School Community Posed by Drones
One Example: Negative Impact of Drones on Schools
A school that suffered a well-reported tragedy received a request from media to access the school campus and tour the school. The request was denied. 
So, the media sent a drone during school hours.
In consultation with their community partners (law enforcement), they reviewed the FAA guidelines and found they could not stop the drone. 

Drones can potentially: 
· Create a disruption to both the school day and after-school activities; 
· Cause injuries, especially during athletic events; 
· Create fear and anxiety, especially for individuals or schools that have experienced trauma. Similarly, those schools that have received bomb threats with the use of drones;
· Carry weapons, (e.g., bomb). For example, there are concerns regarding drones placing a bomb on or by a building as well as in the middle of a large outdoor gathering whether that is during recess, athletic events, and drills;
· Be used for surveillance by persons with criminal intentions, including
· Examining layout of campus and building(s) (e.g., entrances, exits); security measures present (e.g., number of SROs, cameras, gates, door locking mechanisms); common patterns of school community, including comings and goings of students, staff, families, and visitors (e.g., local law enforcement, vendor deliveries, volunteer events); and evacuation drills.
· [bookmark: _GoBack]Identifying individuals, their looks, their friends, as well as their schedule and habits for use by gangs, traffickers, etc.
· Inappropriately capture images of children and youth by child predators, sex offenders, non-custodial parents, etc.;
· Be used by media without consent or permission, invading the privacy of the campus and the school community; gathering images to be used as part of an investigation, i.e., trying to figure out the identity of a student when that information is required to be protected by the school; and 
· Unethically be flown by competing athletic teams to collect images of key plays. 

Some local municipalities have legislated restrictions for drones flying over schools, including 
Bottineau North Dakota,  2016, Chicago, Illinois, 2015, and Dewitt, Michigan, 2015. 

Additional Concerns for Drones During School Emergencies (Except by First Responders) 

Drones could potentially:
· Cause confusion; 
· Hinder response, (e.g., create extra threat assessment work, interfere with operations); and
· Increase concerns / raise anxiety level of students, staff, families, and response teams.

Drones as Assets to the School Community 
Although not very prevalent in K12 schools (some areas or types of districts more than others), drones have many practical applications in school safety, security, emergency management, and preparedness as well as in academics. 

Protection, Prevention, and Mitigation 
Drones have been used: 
· During wildfires, to determine the current activities and the level of safety; 
· For grounds and facilities maintenance, drones can be used to support efforts such as inspecting the condition of roofs; and
· To increase security and surveillance efforts.
Response and Recovery
Drones have been used:
· To monitor the safe evacuation of students and the accounting of all students and staff at rally points; 
· To gather “intel” during a lockdown; and
· To find a lost or wayward student (for example, some students on the autism spectrum frequently wander and are unable to recognize their surroundings). 
Academics & Arts 
Drones can enhance:
· STEM (Science, Technology, Engineering, and Mathematics) and STEAM (A for Arts) programs and individual classes such as:
· Building drones in engineering class;
· Collecting images for art projects;
· Using in a controlled manner to make public specific images or video to build community support.

