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Purpose

The RIT Emergency Operations Center (EOC) provides a central location from which the Critical Incident Management Team (CIMT) can facilitate campus-wide coordination and executive decision-making in support of incident response.

The EOC does not command or control the on-scene response. The EOC and CIMT respond to the impact that the incident has on the campus community and its academic and business functions.  The EOC carries out this function through:

Information collection and evaluation. 
Priority setting. 
Resource management. 

The EOC coordinates with on-scene incident managers and other agencies and organizations to:

· Acquire, allocate, and track resources. 
· Manage and share information. 
· Establish response priorities among incidents. 
· Provide legal and financial support. 
· Liaison with other jurisdictions and other levels of government
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The EOC and CIMT will be managed according to the Planning P model shown below. Support Annex A (Direction, Control and Coordination) to the Emergency Operations Plan describes the CIMT in detail and how ICS (modified to include Emergency Support Functions) is used for critical incident management.
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The Emergency Manager (AVP GRMS or designee) or the Senior RIT Public Safety Official has the authority to activate and deactivate the EOC and the CIMT.  The Emergency Manager also has the authority to release emergency funding, execute contracts, manage the EOC and hire temporary staff.  This authority can be delegated to the appropriate CIMT staff as necessary.

The Executive Policy Group (EPG), through the SR VP of Finance & Administration, reserves authority for all decisions related to policy.  The Emergency Manager will coordinate all policy decisions with the EPG.
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The EOC will general be activated for moderate to very complex emergencies/incidents.  Considerations for activation include:

	1. Number of resources required to respond – generally 3 or more
	2. Expected onset of the incident
	2. Expected duration of the incident – generally more than 2 hours
	3. The number of community members impacted by the incident

A time-phased approach may be used for EOC activation:
See Appendix 3 for a list of CIMT personnel
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The RIT EOC will organize according to Incident Command System structure per the National Incident Management System.  See the EOP Support Annex A (Direction, Control & Coordination) for details regarding roles, responsibilities and task sheets.  The Emergency Manager will select RIT staff members for the EOC based on the incident.  Considerations for staffing include:

· Identification of tasks to be performed
· Timeframe for operations (extended operations may require alternate and support staff)
· Knowledge, skills and abilities required to perform the tasks
· Authority to make decisions in roles assigned
· Essential functions that must be performed in response to the incident
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The Emergency Manager (or designee) will contact CIMT members via cell phone, e-mail, business phone or home phone (as necessary) to let them know to report to the EOC, conference call or other location as necessary.  CIMT members will report as soon as possible, without jeopardizing their own or others safety. If the CIMT member cannot report, he/she will contact a suitable representative to report to the EOC or other location, or conference in as needed.  CIMT members may be able to report remotely using one of the communication methods described later in this SOP.

The EOC is located in the basement of Building 25 (Grace Watson Hall) under Public Safety.  CIMT members can use the eastside door facing Grace Watson lot, or the main Public Safety entrance. 
Upon arrival at the EOC, each CIMT member will sign in.  When leaving the EOC (prior to deactivation), CIMT members will sign out.

CIMT members must ensure that contact information is up to date.  GRMS is responsible for collecting contact information for Emergency Management use only. In addition, contact information is collected from HRIS (Oracle) for Everbridge.
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· Maintain chain of communication.
· Only the Section Chiefs and command staff (PIO, Security, etc.) should communicate with the EM/DEM.  Members of Sections may be assigned to liaise with other sections, as necessary
· Only the EM/DEM communicates with the Executive Policy Group
· No information leaves the EOC without the EM’s/DEM’s approval.  This includes action plans, media contacts, and community information.
· Only the PIO (or designated staff member) communicates with the media.  All media contacts will be referred to the PIO.
· Maintain chain of command and authority.
· All plans must be approved by the EM/DEM.
· All communications must be approved the EM/DEM
· Resources used for incident are approved by the EM/DEM and all records related to purchase an use are maintained for cost recovery purposes
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The EOC consists of six (6) areas.  A sketch is at Appendix 2.

	Area
	Purpose
	Equipment

	Access Control Area
Room A115
	Access control
	Desk
Chair

	Break Area
Room A115
	Rest and Relaxation
	Microwave oven
Refrigerator
Coffee Pot

	Communications Room
Room A120
	PIO Office
Communications Center
	UHF Radios
Verizon JetPack 
Desk
Chair – 1
Laptop – 1
Printer/Scanner/Fax

	Emergency Mgr Rm
EM Room
Room A121
	Meeting Room
Teleconferences
	Telephone (585-475-XXXX)
Conference Table
Chairs – 6
White Board
Dry Erase markers
Manuals, plans, SOPs

	Break Out Room #2
Room A122
	Meeting Room
Teleconferences
	Conference Table
Chairs – 6
White Board
Dry Erase Markers

	Operations Room
Room A123
	Planning
Coordinating
Information access and use
	Tables – 8 (5 ft)
Chairs – 16
Monitor (50” wall mounted)
TV/Monitor (50” wall mounted w/cable access
Smart Board (mobile)
Laptops - 3
Cell signal amplifier
Coat closet
Office Supplies
Desk with monitor and laptop
Conference Phone (585-475-XXXX)
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Each door in the EOC uses the same key.  There are three (4) keys:  1 – AVP GRMS, 1 – GRMS Office, 1 – Public Safety, 1 - BCO.  No one will enter or use the EOC without permission from AVP GRMS, the BCO or Public Safety.
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The EOC supports a number of communication and information capabilities. Per NIMS requirements, the capabilities are designed for interoperability and redundancy. 
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While working in the EOC, CIMT members will be able to communicate via cell phone, telephone, e-mail, UHF radio and fax. Each piece of equipment is described in detail in Appendix 3, along with instructions on use.

	Equipment
	Description/Purpose
	Location

	UHF Radios
	Direct communication between CIMT members (generally Operations Section) and selected building managers across campus (generally academic buildings).
	Communications Room

	Telephones
	Inbound and outbound calls for CIMT members.
	Emergency Mgr (475-XXXX)
Operations Room (475-XXXX)

	Copy/Fax/Scanner
	Make copies, fax or scan documents for EOC use (not large scale)
	Communications Room

	Cell Phone
	Communications with individual contacts during operations.  A cell signal amplifier has been installed to ensure cell signal availability.
	All Rooms and Areas

	Extron Switch
	Allows a PC or laptop to control 1 to many electronic devices
	Operations Room

	Verizon Network Hub
	Allows up to 5 devices to connect to the internet via Verizon network should RIT Network be lost.
	Communications Room

	Everbridge Conference Bridge
	Everbridge can be used to send a request to individuals to join a conference bridge. Hosted off-site so not interrupted by a local data center or service failure.
	See Appendix 2.16

	BlueJeans Web Conference
	BlueJeans is licensed by RIT for each staff, faculty and student. Hosted off-site so not interrupted by a local data center or service failure
	See Appendix 2.17
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CIMT members will have access to a wide variety of information necessary for planning and operations.  Instructions on access to each information type are described in Appendix 3.

	Type
	Purpose

	File Sharing
	File share with access limited to CIMT members.  Plans, forms, SOP’s and other files are saved there for use by the CIMT.

\\main.ad.rit.edu\shares\FA\FA_CriticalIncidentMgmt

	Internet Access
	CIMT members may access the internet via wired or wireless RIT network connection.

Should the RIT Network be unavailable, a Verizon JetPack is available to provide access via Verizon cellular network.

	Computing
	Two (2) laptops are available in the EOC for CIMT members to use.  These have been pre-configured with logon credentials and have the standard applications loaded (i.e. Windows XP, Outlook, PowerPoint, Word, Excel, IE).  Additional applications can be added as necessary.

CIMT members may also bring their own laptops or hand-held devices and connect to the RIT Network.

	Cable Television
	To monitor public television and news channels regarding an incident at RIT or in the community that does or may have an impact on RIT business or academic operations.

	RIT Network
	Wireless access is available.

23 Ethernet jacks (all 25.N1.). Inactivate jacks may be activated by contacting the ITS service desk.
· Active: A115.3, A120.5, A120.6, A121.7, A122.11, A125.1, A125.10, A125.15, A125.16, A125.17, A125.22, A125.9, A129.23
· Inactive: A115.4, A121.8, A122.12, A125.14, A125.483, A125.484, A125.485, A126.413, A126.414, A129.24
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Appendix 1 –EOC Sketch

Not to Scale[image: ]
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Appendix 2 – EOC Equipment and Information Instructions
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Appendix 2-1 – Telephones and Conference Bridges

1. Telephones: The telephones are standard RIT VOIP telephones normally found in offices.

	Telephone Number
	Location
	Password

	585-475-XXXX
	Room A121 – Emergency Manager Room
	EOCXXXX

	585-475-XXXX
	Room A125 – Operations Room Conference Ph
	EOCXXXX
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There are two (2) Dell laptops available in the EOC for the CIMT or trainers to use.  One laptop is kept in the middle closet in the Operations Room. The other is used at the command center table.  The laptop bags are labeled #1 and #2.  Each laptop bag contains a power cord, mouse, Ethernet cable, and cable lock.  Laptop bag #1 also has a USB modem to use should the RIT network not be available.

Logging In:  Selected individuals on the CIMT have been granted access to log into the laptops.

Turn on laptop.  If battery is low, plug it in.
Follow the instructions on the main page.

Note: if you’re having trouble logging in, you can log into the PC using the information shown in the Log On window.  This will allow access to use the PC, but will not allow access to the FA-Critical Incident Management shared drive.

Shared Drive:  The FA-Critical Incident Management shared drive icon is on the desktop.  CIMT members should have access.  Incident management and response documents are kept in this drive for CIMT use.  Individual CIMT members should post important response information in the appropriate folder.  The folders are:
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Appendix 2-3 – Extron Input/Output Switch


General: 

The Extron Input/Output switch is used to select what electronic devices (output) will be controlled by what PC/Laptop (input).  The switch is located in the Operations room on the back (south) side of the center column.


Use:

1. Connect an Extron cable into the PC or laptop.  Use the side of the cable that has the longer video jack cord.  Plug the video jack chord into the jack with the headset picture.

2. Plug the other end of the cable into one of the computer input boxes located under the Extron switch.  Four (4) inputs are available.  They are labeled Input 1, 2, 3 and 4.  Plug the video jack chord into the jack on the computer input box.

3. Turn on the PC/laptop and the device(s) you want to use.

4. On the top of the switch, press the input button associated with the computer input box the PC/laptop is attached to.  A green light will go on.  Make sure no other input lights are on by pressing them.

5. Press the appropriate output button(s) for the devices you want to control with the PC/laptop.  A green light will go on. Make sure no other output lights are on by pressing them.

	Samsung Monitor 		= Output 1
	Digital projector		= Output 2
	Samsung TV/Monitor* 		= Output 3
	Reserved			= Output 4
*select the monitor by using the source button on the remote control for the TV/monitor

6. Press the enter button.  Be patient. It may take a few seconds for the images on the PC to appear on the output devices.
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Appendix 2-4 – Large Screen Monitor

Output Device 1 – Samsung large screen monitor that can be connected to a laptop via the Extron switch.  Will display the connected laptop monitor and is sound enabled.

Use Remote Control labeled “Output 1.”
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Appendix 2-5 – Large Screen TV/Monitor


Output Device 3 – Samsung large screen television with monitor capability.  Is connected to Time-Warner cable and receives digital cable television signal.  Can also be be connected to a laptop via the Extron switch and will display the connected laptop monitor and is sound enabled.

Use Remote Control labeled “Output 3.”  Use the “Source” button on the remote control to select input, whether TV (Time-Warner) or PC (computer connect via Extron Switch).
[bookmark: _Toc251059289][bookmark: _Toc262460534][bookmark: _Toc262460733][bookmark: _Toc314058808][bookmark: _Toc325108198][bookmark: _Toc325109663][bookmark: _Toc471306078]
Appendix 2-6 – Printer/Copier/Scanner/Fax


Printer Network Name:		\\finprint\PRCPS10
Printer Name:			HP LaserJet
Printer Model:			HP LaserJet M1522nf
Port Name:			prcps10
Driver Name:			UNIDRV.DLL
Data File:			HPLJ.GPD
Config File:			UNIDRVUI.DLL
Help File:			UNIDV.HLP
Driver Version:			6.00

Located in the PIO Room.  All EOC laptops are configured to be able to print to this device whether via network or wireless.  Laptops can be connected directly to the device should network or wireless service be unavailable (USB cable already connected to the device – connect to laptop).
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Appendix 2-7 – SMART Board

Model:			SB680
Serial Number:		SB680-R2-885447
Activation Code:	XXXXXXXXXXXXXXXX

Connect the SMART Board to an EOC laptop using the long USB cable (in labeled bag in closet).  This is also the power source for the SMART Board

Connect the laptop to the Extron Switch and select Output 2 (projector).  Turn on the projector.

All of the EOC laptops have the SMART Board applications necessary to use the interactive board.  See the binder labeled “Instructions” in the center closet for detailed instructions on how to use the SMART Board.
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Appendix 2-8 – UHF Radios

See the Critical Incident Radio System (CIRS) Standing Operating Procedure for more detailed information.

Instructions for Portable Radio Use:

1. Receive portable radio from Operations Dispatcher
a. Sign for radio by CIR/serial number
b. Receive call sign to use for incident
2. Turn on radio by turning Vol/Pwr knob counter-clockwise
3. Adjust volume using the Vol/Pwr know
4. Make sure radio is set to Channel 1 (RIT Alert in the LCD screen). Use CH Selector to set to Channel 1 if necessary
5. Conduct radio test with Operations Dispatcher
a. Press the PTT Switch
b. Say into the Speaker, “Operations Dispatcher, this is [call sign].  How do you read?  Over.”
c. Release PTT Switch
d. Operations Dispatcher will reply, “[Call Sign], this is Operations Dispatcher. I read you loud and clear. Out.”
6. Use radio per SOP
7. Turn in radio to Operations Dispatcher when no longer needed.
a. Ensure radio is on Channel 1
b. Turn the radio off
c. Ensure Operations Dispatcher clears the radio sign out log
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Critical Incident Radio Sign Out – Sign In Sheet

	Name
	Out Date / Time
	Radio Numbers
	In Date / Time
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This sheet is printed and located on the clipboard above the CIR Radios in the Communications Room.  Each time a radio is distributed, and individual must sign it out and sign it in.
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Appendix 2-9 – Digital Cameras (OnGuard Video Viewer)

Public Safety has provided limited access to view Lenel Digital cameras across campus.  These are generally outside and lobby cameras.  Access to log in is limited to Public Safety, John Zink, Melinda Ward and Lynn Daley.  The application software is loaded on the EOC control center laptop.

From the Desktop, click on Start.
Click on All Programs
Click on OnGuard 7.0
Click on VideoViewer
Wait for “Tree” tab to be populated
Click on “+” sign to view cameras available
Double-click on camera 
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Appendix 2-10 – Web EOC

https://webeoc.monroecounty.gov/eoc7/

User Name	Password
Lynn Daley	XXXXXX
RIT CIMP1	XXXXXX
RITA Chief	XXXXXX
RIT CIMP3	Not Assigned
RIT CIMP4	Not Assigned

This service was purchased and implemented by the Monroe County Office of Emergency Management.  It is a web-based emergency operations management system that includes all area responders (fire, police, EMS) as well as important community organizations (Red Cross, Water Authority, RG&E, Ginna, and all area colleges and universities).

To participate in a County Incident and manage the RIT Status Board:
· Go to the log in page https://webeoc.monroecounty.gov/eoc7/
· Enter username and password
· Select Rochester Institute of Technology from the ‘Position” drop down menu
· Select the ‘incident’ from the drop down menu (e.g. RIT Hazmat)
· Add or confirm additional log in information
· In the ‘Menus’ area, click on ‘Monroe County Infrastructure’
· In the ‘Boards’ area, click on ‘University Status’

To use WebEOC for an RIT Incident (only viewable by RIT and County)
· Go to the log in page https://webeoc.monroecounty.gov/eoc7/
· Enter username and password
· Select ‘Position” from the drop down menu
· Rochester Institute of Technology
· RIT Incident Management (
· Select ‘incident’ from the drop down menu (e.g. RIT Hazmat)
· Add or confirm additional log in information


Users are able to view all of the menus and boards shown, but can only edit the RIT page.
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Appendix 2-11 – Verizon Wireless Network JetPack

SSID: XXXXXX
Network Key: XXXXXX

The Verizon Wireless Network JetPack allows users to connect to the internet should the RIT Network (wired and wireless) be unavailable.  Up to 5 devices may use the JetPack at once.  The device must have wireless capability.

To connect to the Verizon Wireless Network using the EOC laptops (no special software required):

1. Make sure the wireless access switch (right side of laptop) is on (red not showing).
2. Click on the ‘Start’ button.
3. Go to ‘Settings’
4. Click on ‘Network Connections’
5. In the Network Tasks box, select ‘’View available wireless networks’
6. Select ‘XXXXXX and click ‘Connect’
7. Enter the Network Key “XXXXXX”

The JetPack is portable.  It may be removed from the Communications Room if necessary.  The JetPack is always plugged in.  Make sure to take the power cord if the device is removed.
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Appendix 2-12 –FA-Critical Incident-Management Shared Drive

A shared drive has been created for the use of Critical Incident Management Team Members.

It is \\main.ad.rit.edu\Shares\FA\FA_CriticalIncidentMgmt
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The LaCie external hard drive holds 1 TB of data.  It contains files important for CIMT and Public Safety operations should access to file shares be interrupted.  The device is used the same way any USB device, such as thumb, flash, or jump drives.
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To access the files:

1. Plug the USB end of the cord into computer or laptop
2. Plug the other end of the cord into the external hard drive
3. Wait for any hardware installation activities to finish

When done accessing/using the files:
1. Click on the ‘safely remove hardware’ icon at the bottom right of the toolbar
2. Click on ‘safely remove USB mass storage device’
3. Remove USB cord from computer/laptop when okay to do so
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SolarWinds is the tool ITS Network Operations uses to monitor the RIT network.  The tool can be used as following during critical incidents:

· General idea of areas of power outage on campus – the network is generally not available when there is a power outage to the network closets.  See the Power Outage Impact Specific Annex for details
· Indication of where e-mail communications will not reach due to a network outage
· Indication of what computer labs are not available for use during an outage
· Indication of what functions are not available because of inaccessibility to the RIT network

Only certain users have access to the tool

· Lbdrmss – Lynn Daley
· Jgzrmss – John Zink
· Mjwrmss – Melinda Ward
· Lfdcps – Linda Fuller-Durfee
· Rglcps – Rod Lezette
· Jxecps – Jim Entwistle
· Djrcps – DJ Robinson
· Axycsp – Tony Yazback


To access

1. Cut and paste this link into the browser.https://solarwinds.main.ad.rit.edu
2. Enter RIT username with ‘@main’ after it (e.g. ‘lbdrmss@main’)
3. Enter RIT main password (the one used for Outlook)

The tool home page is a campus map with status indicators on each building.

· Green – network is operational
· Red – network is not operational




[bookmark: _Toc471306087]Appendix 2-15 – BlueJeans Web Conferencing

RIT has an enterprise license for BlueJeans web conferencing.  Every student, faculty and staff member has been licensed for the product.

Main site: https://rit.bluejeans.com. CIMT members should contact ITS for assistance in setting up individual accounts.

Daley’s account: XXXXXX

To initiate an impromptu meeting:

· Organizer:
· Email or text your account link to individuals who should attend the meeting
· Open your account in blue jeans
· Sign into meeting

· Attendees
· Click on organizer’s account link in e-mail
· Enter information as prompted (name, e-mail address)
· Download and install plug-ins, apps, as needed
· Enter meeting



[bookmark: _Toc471306088]Appendix 2-16 – Weather Sentry Monitoring and Alerts

System Description

The system is referred to as “Weather Sentry” and is provided by Schneider Electric. It includes a web component as well as a mobile app. It is highly configurable and provides viewing, monitoring and alerts (text or e-mail) to individual staff members for a number of meteorological conditions such as lightning, wind speed, precipitation, temperature, heat indexes, wind chills.

RIT Public Safety has one (1) account, username “XXXXXX”. The password is “XXXXXX”. This account permits on log on at a time to the web-based service and unlimited log ons to the mobile app. Only the assigned administrators are permitted to change the service parameters.

System Use

1. Web service
The web service url is http://weather.dtn.com/dtnweather/. The web service includes various options including a dashboard, weather maps, and forecasts.  The Home (landing) page is the dashboard. Attachment 1 describes each.

2. Mobile App
The mobile app is available for iOS and Android. Attachment 2 describes the mobile app.
· iOS - https://itunes.apple.com/us/app/mxvision-weathersentry/id423399665?mt=8
· Android - https://play.google.com/store/apps/details?id=com.telvent.weathersentry&hl=en

3. Alerts

System Administration

Lynn Daley is the primary administrator, John Connelly is first alternate, and Tony Yazback 2nd alternate. Changes in monitoring and alert thresholds will only be made by the administrators. Do not make changes in either the web service or via the mobile app. These changes will affect all staff who use the system and who receive alerts.

Attachment 1 – Web Service

Log in
[image: ]


Dashboard (Home Page)

The Home page is set by the administrator. The Dashboard has been set as the home page for ritpublicsafety. The dashboard is configured to show:
· NWS bulletins
· Wind monitor – winds exceeding 30 miles per hour
· Precipitation timer – moderate/heavy precipitation detected by radar with in the next 2 hours
· Lightning manager – strike counts within last 15 minutes with 30-, 20- and 10-miles
· Local radar
· Current conditions
· Local forecast
The default fixed location for the service is RIT-CS. Other roaming locations that will be loaded when users log into the mobile app (SCH-1200, Daley).
[image: ]


Weather

The weather page shows a map of the area, as well as the layer settings (lower right) that are selected for viewing. It also shows the detection ranges set in the system (30-, 20-, and 10-miles) for the primary location (RIT-CS), as well as users who have signed in using the mobile app.

A left-click in the map area will bring up the local forecast superimposed over the map area.

Note the red area over Ithaca. This indicates a NWS Bulletin for the area, in this case a flood warning.  Hovering the pointer over the area will bring up information.
[image: ]



Local Forecast

The local forecast shows the 15-day forecast for the area as default.  Change the local forecast view by clicking on the hourly, graphs or animations tabs.
[image: ]


Quick Plume

The quick plume feature generates the projected movement of a plume of hazardous materials at the time it is generated. In the image below, at the time the plume was generated, the wind direction was 50o (NNE) and wind speed was 9.0 miles per hour. The plume feature should not be used to predict actual direction and distance of a plume, but give a general idea of direction based upon current wind direction and speed.
[image: ]


Attachment 2 – Mobile App

The mobile app (apple or android) can be accessed and used my multiple individuals at the same time. Note that GPS needs to be turned on (the app will prompt you) in order for the map feature to work.


Landing Page

Includes options for maps, forecast, dashboard, preferences, consultations and alerts. Select an option by pressing the appropriate icon.
[image: Screenshot_2015-06-22-15-08-19]


Maps

The map is a radar map related to the user location based upon GPS coordinates. The map you view will vary based upon your location when you access this feature. Note that the map shows “roaming location” in addition to the “fixed location” RIT-CS. The roaming locations are ID’s for mobile devices that are logged into the mobile app.

[image: Screenshot_2015-06-22-15-08-39]


Dashboard

The dashboard shows:
· Current local forecast information
· Next several hours air temperatures and precipitation
· Next several days air temperatures and precipitation
· NWS Bulletins
· Precip Timer (any type of moderate or heavy precipitation detected by radar to be within 1 hour of location)
· Lightning strikes (10-, 20-, 30-mile radius)

[image: Screenshot_2015-06-22-15-08-51]


Forecast

Shows current conditions for location. The default location is Rochester, NY.  It may be changed to another location by typing in the city and state. 
· Temperature
· Wet bulb
· Wind speed and direction
· Sky cover
Hourly forecast
10-Day forecast
[image: Screenshot_2015-06-22-15-09-13]
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