Food Defense Emergency Plan Appendix Ft. Thomas (AZ) Unified Schools
Annex E
Food Defense Plan
	
Outside Security 

Prevent unauthorized access by people, or entry of unapproved materials to the schools food preparation and distribution area:

· Physical Security

· School boundaries are clearly defined and secured to prevent unauthorized entry except thru an authorized entrance location
· All external entrances are secured 
· Outside lighting is present to deter unauthorized activities
· Other access points such as windows and vents are secured
· Outside storage is protected from unauthorized access

· Shipping/Receiving Security

· Incoming shipments are examined for potential tampering
· Loading and unloading activities are scheduled and /or monitored
· Loading dock access is controlled (for example, monitored or locked)
· Incoming shipments are secured with locks or seals


Inside Security Measures

To protect product form intentional contamination throughout the production process

· General Inside Security

· Suspicious packages are reported to appropriate personnel
· Restricted areas of the school are cleared identified
· Previously unattended materials are checked before use in food preparation or delivery
· Unexpected changes in inventory(product or equipments) are reported to appropriate personnel

· Storage Security

· Access to storage areas are restricted
· Stock rotation(first in, first out) is practiced
· Periodic examinations for tampering of materials in storage are performed

· Ice Security

· Access to ice-making equipment is controlled
· Restricted ingredients (for example, nitrites) are controlled

· Chemical/Hazardous Material control Security

· Chemical/hazardous materials, including pesticides, cleaning materials, and sanitizers, are in a restricted area or secured by a lock.
· Maintain an up to date inventory of hazardous materials and chemicals, and investigate discrepancies.
· Potentially hazardous waste (biological or chemical) is controlled and disposed of properly.

Personnel Security Measures
To ensure that only authorized personnel are in the facility at any time

· Employee Security

· All personnel shall wear a district identification badge
· Background and fingerprints checks will be conducted for all new hires

· Non-employee Security (Example: visitors, contractors, guest, delivery personnel

· A log of non-employees entering the facility is maintained
· A method to recognize or identify non-employees is used
· Non-employees are restricted to appropriate areas
· Non-employees have restrictions on what they can bring in or take out of the facility

· Security Training

· Awareness training on security measures is provided to new employees
· Refresher awareness training on security measures is provided to all employees at least once per school year
· Employees are trained to report suspicious activities or unusual observations

Incident Response Security Measures

To respond quickly to a product contamination threat or event using planned measures

· Investigating Security Concerns

· Have procedures to ensure that adulterated or potentially harmful products are held
· Student or staff comments are investigated (report of findings forwarded to Superintendents Office
· Reporting unusual activities is encouraged
· Information is available to employees on how to respond to phone or other threats
· Employees have the ability to stop activities to minimize a potential food defense incident
· Reported security breaches are investigate 

· Emergency Contact Security

· Faculty personnel contact information is kept up to date
· Emergency contact lists are kept up to date

· Other Plan Security

· Key personnel are trained in product recall/withdraw procedures

List of tools or possible security measures for food defense

· Physical Security

· Ensure proper lighting to monitor the facility outdoors at night and early morning
· Install self-locking doors on emergency exits
· Ensure the following are secured with locks, or seals to prevent unauthorized entry

· Outside doors and gates
· Windows
· Roof openings
· Vent openings

· Regularly conduct and document security inspections of storage facilities

· Shipping/Receiving Security

· Closely monitor loading and unloading of vehicles transporting raw materials, finished products,  or other materials used in food processing
· Control access to loading docks to avoid unverified  or unauthorized deliveries
· Require advance notification from suppliers for all deliveries
· Immediately investigate suspicious changes in shipping documents
· Check all deliveries against a roster of scheduled deliveries
· If off-hour delivery is accepted, require prior notice of the delivery and an authorized person to be present to verify and receive the delivery.
· Check less that truckload or partial load shipments for content and condition
· Select transportation companies and suppliers with consideration of security measures that they use
· Require drivers or delivery personnel to provide indentification, preferably with a photo ID.  

· General Inside Security

· Regularly take inventory of keys to secured/sensitive areas of the facility

· Storage Security

· Maintain a access log for product and ingredient storage areas
· Regularly check the inventory for unexplained additions  and withdrawals from existing stock
· Restrict access to external storage facilities to designated employees only
· Make arrangements with the local health officials to ensure immediate notification if the potability of the public water supply is compromised.




