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SCHOOL FOOD BIOSECURITY RISK ASSESSMENT CHECKLIST (
This checklist has been developed to assist BCTS school food service operations in conducting a self assessment and review of potential food biosecurity issues, focusing on those of a highest priority.
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( Instructions:  Please answer each question on                                                                                         the CHECKLIST in the six (6) identified categories:  

A)   Exterior Building & Grounds          
B)   Interior Premises 

C)   Receiving, Products & Supplies 

D)   Transporting / Shipping 

E)   Preparation & Work Areas  
F)   Human Elements

( RISK ASSESSMENT LEVEL (RAL):  When answering the questions in the CHECKLIST assess the risk level first. To determine the risk assessment level the following questions need to be addressed and answered: 
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 ( What is the hazard?                   (  Who would be harmed?           (  How likely would the hazard occur?
EXAMPLE:  Question # 9 in Category A asks, “Are procedures in place for deliveries/ delivery personnel entering the facility?”  If this control measure was not in place the potential hazard would be contamination of the food supply and an unknown intruder in the building. Students and staff could be harmed. The hazard would be high risk /very likely to occur by someone with the intention to contaminate food products. If the control measure was in place it would be low risk / not likely to occur. If the control measure was not up to date and has not been reviewed in some time it could be a medium risk / possible to occur.
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( WHEN risk level is established continue to answer the question by placing a check mark in the appropriate column (
YES    currently being addressed through written policies, procedures or plan                                                                                                          
NO      not currently being addressed
N/A
   does not exist 
EXAMPLE:  If procedures are in place for deliveries and delivery personnel entering the facility check YES.  If procedures are not in place check NO, because they are not being currently addressed. If food deliveries are made at an exterior loading dock with no entry into the facility check N/A, does not exist.
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( After completing the CHECKLIST review ALL risk areas currently not being addressed 
Develop policies and procedures for each area. Begin with High Risk areas (priority). Do the same for Medium Risk and Low Risk areas. Once this task is completed, information/data will be compiled for implementation of a FOOD DEFENSE PLAN
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         RISK AREAS                               DEVELOP POLICIES                          FOOD DEFENSE           
NOT BEING ADDRESSED                    &  PROCEDURES                                      PLAN

SCHOOL FOOD BIOSECURITY RISK ASSESSMENT CHECKLIST    (
	School / Program Name   (              
	

	Person Completing           (
Assessment        
	( Please Print                                        ( Title / Position                          

	Signature & Date               (
	(                                      DATE:   _____/_____/_____    


	A) EXTERIOR BUILDING/GROUNDS
	RISK LEVEL
H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Are facility boundaries clearly identified to indicate limited access areas?
	
	
	
	

	2. Are prevention measures in place (e.g. fencing or other barriers)?
	
	
	
	

	3. Are structures within these boundaries identified?
	
	
	
	

	4. Is there adequate outside lighting?
	
	
	
	

	5. Is access to restricted areas controlled (locks, access cards, etc.)?
	
	
	
	

	6. Are after hours, weekend and holiday security measures in place?
	
	
	
	

	7. Are procedures in place for deliveries to restricted areas?
	
	
	
	

	8. Have outside delivery and loading docks been assessed?
	
	
	
	

	9. Are procedures in place for deliveries/delivery personnel entering the facility?
	
	
	
	

	10. Are delivery vehicles inspected for possible product contamination?
	
	
	
	

	11. Are documented procedures in place for inspecting deliveries prior to accepting?
	
	
	
	

	12. Have all entrances and exits been assessed to meet local codes?
	
	
	
	

	13. Are there entrances and exits needing monitoring?
	
	
	
	

	14. Are there areas restricted to classified personnel only?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	

	B) INTERIOR PREMISES
	RISK LEVEL

H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Are procedures outlined for investigating reported food security incidents?
	
	
	
	

	2. Are facility construction and design plans available identifying entrances/exits, ventilation, electrical, plumbing, gas, etc.?
	
	
	
	

	3. Are security measures in place to prevent tampering with utilities, ventilation and/or plumbing?
	
	
	
	

	4. Are procedures in place to monitor bulk food equipment to prevent deliberate contamination, such as ice bins?
	
	
	
	

	5. Is there an emergency plan identifying off site areas where products and ingredients are stored such as coolers, freezers and warehouses?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	

	C) RECEIVING, PRODUCTS &SUPPLIES
	RISK LEVEL

H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Do you know your vendors? Are they licensed, reputable?
	
	
	
	

	2. Do your vendors have food biosecurity measures in place?
	
	
	
	

	3. Are delivery personnel identified and aware of security procedures?
	
	
	
	

	4. Is there restricted entry for delivery personnel?
	
	
	
	

	5. Are deliveries scheduled during production hours?
	
	
	
	

	6. Are incoming products, supplies inspected prior to entry?
	
	
	
	

	7. Are packaging materials tamperproof and intact prior to entry?
	
	
	
	

	8. Are products, supplies re-inspected after opening and prior to use?
	
	
	
	

	9. Are all water, ice supplies identified, tested for potability and are there emergency procedures in place if the water supply is cut off?
	
	
	
	

	10. are open doors monitored during production and hours of operation?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	

	D) TRANSPORTING/SHIPPING
	RISK LEVEL

H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Are transporting vehicles secured to prevent deliberate contamination of food products/supplies?
	
	
	
	

	2. Are drivers/delivery personnel trained in security procedures?
	
	
	
	

	3. Are transporting vehicles and procedures routinely monitored to ensure security procedures are being followed?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	

	E) PREPARATION & WORK AREAS
	RISK LEVEL

H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Are controls in place during production to prevent employee tampering?
	
	
	
	

	2. Are employees required to work in pairs when preparing products without supervision present?
	
	
	
	

	3. Are procedures in place to minimize intentional contamination during all phases of production and product flow?
	
	
	
	

	4. Are access points to production areas and products been identified and are monitoring procedures in place to minimize, restrict or eliminate access to non production staff or others?
	
	
	
	

	5. Are areas where large amounts of product are exposed, including kettles, tanks, and coolers restricted to only production personnel?
	
	
	
	

	6. Are cleaning compounds, hazardous materials and restricted materials kept in secured / locked areas only accessible by authorized personnel?
	
	
	
	

	7. Are there procedures in place to restrict access by contract service providers such as sanitation crews, pest control operators, building maintenance staff, or facility repair contractors?
	
	
	
	

	8. Are there controls in place to prevent contamination of product by contract service personnel?
	
	
	
	

	9. Are there programs/procedures in place to train, monitor contractors when working in sensitive areas?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	

	F) HUMAN ELEMENTS
	RISK LEVEL

H  M  L

(
	YES Addressed

(
	NO

Not Addressed 

Currently

(
	N/A

Does Not

Exist
(

	1. Are there standardized procedures in place for obtaining applicants for food service employment?
	
	
	
	

	2. Are there procedures in place for screening new employees including reference and background checks?
	
	
	
	

	3. Is there a waiting period during verification of new employees’ application information?
	
	
	
	

	4. Is there a system in place for employee identification such as photo ID cards, badges or uniforms?
	
	
	
	

	5. Is there orientation training for new employees including emergency procedures such as emergency contacts, evacuation routes, bomb threats, chemical spills, suspected product tampering or other security threats?
	
	
	
	

	6. Is there a daily roster for employees working each day?
	
	
	
	

	7. Are there procedures or restrictions in place for employees entering the facility each day when reporting to work?
	
	
	
	

	8. Are there procedures or restrictions in place for employees exiting the building during normal employment hours?
	
	
	
	

	9. Are there procedures or restrictions in place for visitors?
	
	
	
	

	10. Are there procedures in place restricting or prohibiting employees from bringing packages, bags and items into the facility?
	
	
	
	

	11. Is there a designated and secured storage area for employees’ personal  items and restricted to employees?
	
	
	
	

	12. Are employees’ parking areas secured and monitored?
	
	
	
	

	13. Are employees trained in security policies and procedures?
	
	
	
	

	14. Are there procedures in place for employee termination including turning in badges, IDs, keys, and restricting access?
	
	
	
	

	OTHER NOTATIONS / ASSESSMENTS / NOTES

	
	
	
	


YOU HAVE COMPLETED THE FOOD BIOSECURITY RISK ASSESSMENT
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Carl Mittelhammer- Emergency Management Specialist / REMS Project Coordinator, Bergen County Technical Schools, Paramus, NJ 07652
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( A School Food Biosecurity Risk Assessment is a careful examination of the work environment, actions and behaviors of a facility where intentional contamination of food products would most likely occur if control measures are not in place. A candid assessment can provide a clear perspective on potential hazards, promoting increased levels of Food Biosecurity. 
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