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Guide Instructions

This guide provides instructions for developing a Continuity of Operations Plan (COOP) based on Department of Homeland Security (DHS) Headquarters Continuity of Operations Guidance Document, dated April 2004.  Although general guidance and sample information is provided in this guide for reference, colleges/departments are encouraged to tailor their COOP development to meet their own needs and requirements.  

In utilizing this template colleges/departments may remove the guidance statements (primarily found in italicized print) and expand sections as needed to meet the unique requirements of their operations.

Questions concerning this guide can be directed to:

Idaho State University

Department of Public Safety

921 So. 8th Avenue, Stop 8140

Pocatello, Idaho 83209-8140

(208) 282-2515

Email: Carol Prescott at prescaro@isu.edu
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Executive Summary

A comprehensive Continuity of Operations Plan (COOP) will be implemented at Idaho State University (ISU) once the emergency has stabilized, and the campus begins the recovery process.  It is assumed that infrastructure and staffing will be impaired for some time, but the campus is able to resume certain functions on a priority basis.  Essential functions that involve life safety, infrastructure and technology will be given the highest priority. The COOP template at the end of this document will be used to help each department or college prioritize the resumption of operations for their areas.
Introduction
Recent disastrous events emphasize the need for continuity of operations capabilities that enable public institutions to continue their essential functions across a broad spectrum of emergencies (i.e., Hurricane Katrina, severe winter weather in the Northeast, Northridge earthquake, earthquakes in Haiti and Japan, etc.)

Having a COOP Plan is important to protecting the welfare of employees, ensuring that important documents and systems are not lost, and that the University can continue to serve the students, faculty, staff and visitors even after an emergency.
ISU is vulnerable to numerous threats (large and small) that could interrupt normal operations (i.e, fire, severe storms, flooding, power failure, hazardous material exposure, etc.).  Preparation will increase each department’s/colleges’ ability to recover quickly.  COOP Planning is a good business practice.
Purpose

The purpose of COOP planning is to assure that the capability exists to continue essential University functions across a variety of potential emergencies.  
The overall purpose of COOP planning at ISU is to:

· Ensure the continuous performance of University department’s or college’s essential functions/operations during an emergency;
· Protect essential facilities, equipment, records and other assets;
· Reduce or mitigate disruptions to operations;
· Reduce loss of life;

·  minimize damage and losses; and
· Achieve a timely and orderly recovery from an emergency and resumption of full service to students, faculty, staff and visitors to our campuses.
Because of today’s changing threat environment, ISU’s COOP Plan is designed to address the all hazard threat.
Applicability and Scope

This document is applicable to all colleges and departments on all ISU campuses. Support from other state agencies, universities, local government will be coordinated with applicable personnel associated with ISU’s Incident Command Team as needed.
A separate COOP will be developed for each ISU colleges or department on all campuses using the attached template at the end of this document.
Essential Functions

The identification of essential functions is the basis of COOP planning. Essential functions are defined as those functions that enable the University to provide vital services, maintain the safety and well being of the students, faculty, staff and visitors to campus, and sustain the University’s economic base in an emergency.  In order to identify essential functions, each department and college should include in its COOP (using attached template) the following:
· Identify all functions performed by the department or college, then determine which must be continued under all circumstances;
· Prioritize these essential functions;
· Establish staffing and resource requirements needed to perform essential functions;
· Identify mission critical data and systems necessary to conduct essential functions;
· Defer functions not essential to immediate college or department needs until additional personnel and resources become available;
· Integrate supporting activities to ensure that essential functions can be performed as efficiently as possible during emergency relocation.
Authorities and References

This COOP Plan has been developed with full endorsement of ISU’s President and other Administrative Officials as applicable.
Authorities

ISU’s COOP Plan complies with the following federal and State regulations and Executive Order(s):

· The Homeland Security Act of 2002, PL 107-296, enacted 11/25/02. 

· The National Security Act of 1947, 50 U.S.C. 401 (as amended). 

· Robert T. Stafford Disaster Relief and Emergency Assistance Act, as amended (42 U.S.C. 5121, et seq.). 

· Sections 46-601 and 46-1008, Idaho Code

· State of Idaho Executive Order 2006-10, April 27, 2006
References

References used to help in developing this Plan are as follows:
· Continuity of Operations (COOP) Plan Template, Federal Emergency Management Agency 

· Continuity of Operations (COOP) Plan Template Instructions, Federal Emergency Management Agency 

· The State of Idaho Continuity of Operations Planning Manual, August 2008

· The State of Idaho Continuity of Operations (COOP) Template, August 2008
· COOP Planning and Templates, University of Minnesota, November 2007
Concept of Operations

ISU has designed a COOP template for each department and/or college to use in creating their individual COOP’s.  Each college/department will designate a person to be their COOP Coordinator. This person will complete the COOP template below and submit it for review and signature of their respective, VP, Dean, Chair or Director. The COOP Coordinator should maintain a copy of the COOP and send a copy to Public Safety for their records. The individual department or college COOPs will follow FEMA COOP Guidelines using the following:
Phase I:  Activation and Relocation

This section of each department/college COOP will explain activation and relocation procedures from the primary facility to the alternate facility. This section will also address procedures and guidance for personnel who will not be relocating.

ISU has identified four different levels of emergencies at the departmental/college level. This system is designed to assist the COOP Coordinator and others in the department/college in the decision making process during a crisis. Activation Response templates for Level 3 and 4 responses are located on pages 30 and 31 of this text. The levels as applied to this plan are:
Level 1- Isolated emergency affecting one or two individuals within the department which do not impact the delivery of service. 

ACTION- No activation of this plan necessary.
Level 2- Localized emergency affecting a number of individuals within the department which may shut down operations for one to two hours. 

ACTION- No activation of this plan necessary but continuously monitor situation. Notify department supervisor.
Level 3- A major departmental emergency which affects delivery of service for up to 8 hours. 

ACTION- Partial or full activation of this plan. Notification up to Department Head.
Level 4- A disaster (departmental or campus) which affects the delivery of service for more than 8 hours. 

ACTION- Full activation of this plan Notification up to Vice President of unit.
Decision Process - The basic decision making process in a crisis is:[image: image2.jpg]YES





Alert, Notification, Implementation Process

In this section the COOP Coordinator should identify the essential personnel within your department. Look at each critical operation and identify at least 3 individuals who may be called upon in an emergency to maintain said operation. Once you have identified the personnel then assign a team leader. It is recommended to assign personnel by function. In the notes column indicate who your alternate team leader is.
Leadership

Orders of Succession

· This section should identify orders of succession to key positions within the college/department. Orders should be of sufficient depth to ensure the colleges/department’s ability to manage and direct its essential functions and operations. Recommended practice is at least three deep. The conditions under which succession will take place, the method of notification, and any temporal, geographical, or organizational limitations of authority should also be identified in this section.

Delegations of Authority
· This section should identify, by position, the authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate.  Generally, pre-determined designations of authority will take effect when normal channels of direction are disrupted and terminate when these channels have resumed.  Such designations may also be used to address specific competency requirements related to one or more essential functions that are not otherwise satisfied by the order of succession. Designations of authority should document the legal authority for making key decisions, identify the programs and administrative authorities needed for effective operations, and establish capabilities to restore authorities upon termination of the event.   Pre-determined designations of authority may be particularly important in a devolution scenario.

Devolution

· The devolution section should address how an college/department will identify and conduct its essential functions in the aftermath of a worst-case scenario, one in which the leadership and workers are incapacitated.  The college/department should be prepared to transfer all of their essential functions and responsibilities from the department’s primary operating staff and facilities to other employees and facilities.

Phase II: Alternative Facility Operations

This section should identify initial arrival procedures as well as operational procedures for the continuation of essential functions.   

Mission Critical Systems

In-order to properly plan for emergencies, the department/college must conduct a risk assessment and identify the mission critical functions performed by the department/college.  This list will identify what specific systems need to be maintained during an emergency.

Vital Files, Records, and Databases

This section should address the colleges/department’s vital files, records, and databases, to include classified or sensitive data, which are necessary to perform essential functions and activities and to reconstitute normal operations after the emergency ceases.  Organizational elements should pre-position and update on a regular basis those duplicate records, databases, or back-up electronic media necessary for operations.  

There are three categories of records to be reviewed and prioritized, then transferred (either hard copy or electronic media) to an alternate location:

· Emergency operations records; 

· Legal/financial records; and,

· Records used to perform security preparedness functions and activities.

Phase III: Reconstitution

This section identifies the procedures for returning to normal operations—a time phased approach may be most appropriate.  This section may include procedures for returning to the primary facility, if available, or procedures for acquiring a new facility through ISU’s Facilities Services Department.  Notification procedures for all employees returning to work must also be addressed.  The conduct of an After-Action Report (AAR) to determine the effectiveness of the colleges/department’s COOP plans and procedures should be considered. 

COOP Planning Responsibilities

Each plan will have a section on COOP Planning Responsibilities with additional delineation of COOP responsibilities of each key faculty/staff position, to include individual Emergency Relocation Group (ERG) members, those identified in the order of succession and delegation of authority, and others, as appropriate.
Logistics
Alternate Location

Your alternate location section should explain the significance of identifying an alternate facility, the requirements for determining an alternate facility, and the advantages and disadvantages of each location.  Senior officials should take into consideration the operational risk associated with each facility.  Performance of a risk assessment is vital in determining which alternate location will best satisfy a colleges/department’s requirements.
Alternate facilities should provide:

1. Sufficient space and equipment

2. Capability to perform essential functions within 12 hours, up to 90 days

3. Reliable logistical support, services, and infrastructure systems

4. Consideration for health, safety, and emotional well-being of personnel

5. Interoperable communications

6. Computer equipment and software

Interoperable Communications

Your interoperable communications section should identify available and redundant critical communication systems that are located at the alternate facility.  These systems should provide the ability to communicate within and outside your college/department. 

Interoperable communications should provide:

1. Capability commensurate with an agency’s essential functions

2. Ability to communicate with essential personnel

3. Ability to communicate with other agencies, colleges/departments, and customers

4. Access to data and systems 

5. Communications systems for use in situations with and without warning 

6. Ability to support COOP operational requirements

7. Ability to operate at the alternate facility within 12 hours, and for up to 90 days

8. Interoperability with existing field infrastructures

Test, Training, and Exercises

The key to a successful enactment of each colleges/department’s COOP hinges on the ability of Training, Tests and Exercises (T,T&E) to familiarize faculty and staff members with their roles and responsibilities during an emergency, ensure that systems and equipment are maintained in a constant state of readiness, and validate certain aspects of your COOP.  You may be creative when it comes to COOP readiness and include snow days, power outages, server crashes, and other ad-hoc opportunities to assess preparedness. 

1. Plan Training- Each faculty and/or staff member shall be trained on their role within each colleges/department’s COOP. This shall be completed within 60 days of the plan approval.  An annual review shall be completed with each  faculty and/or staff member thereafter.  

2. Plan Exercise- Annually, the plan shall be exercised through a “full-scale” activation.  This will ensure that each employee knows their responsibilities within the plan and the back-up systems properly work. 

COOP Plan Maintenance and Improvement

Each colleges/department’s COOP will be continually updated with current contact information, resources and organizational changes.  At a minimum the entire plan will be updated annually.  The updated electronic plan shall be submitted to the Department of Public Safety. Any “gaps” identified should be accompanied with a improvement plan.  This improvement plan should include a list of gaps, costs associated with the improvement to fix the gaps and a time line.
Annex A: All Hazards - Continuity of Operations Plan (COOP)

Instructions
To be better prepared, all ISU departments and units are to use this form to complete a Continuity of Operations Plan (COOP) - to describe how your department will operate during an   emergency and recover afterwards to be fully operational. This is your Plan; feel free to augment this template to meet your needs. For guidance and more information, see the ISU Emergency website or contact.

Checklists and Worksheet

This section contains operational checklists for use during a COOP event.  A checklist is a simple tool that ensures all required tasks are accomplished so that each college/department can continue operations at an alternate location. Checklists may be designed to list the responsibilities of a specific position or the steps required to complete a specific task.

Sample operational checklists may include:

· Activation Response Sheet
· Emergency Calling Directory

· Key Personnel Roster and Essential Functions Checklist

· Emergency Relocation Group Roster

· Emergency Relocation Group Checklist

· Alternate Site Acquisition Checklist

· Emergency Operating Records and IT Checklist

· Emergency Equipment Checklist
Essential Functions Matrix Worksheet 
(This list can be shortened or lengthened to fit your needs).
	Priority
	Essential Function
	Number of Essential Personnel
	Equipment and Systems
	Vital Records and Databases
	Supplies

	1.
	
	
	
	
	

	2.
	
	
	
	
	

	3.
	
	
	
	
	

	4.
	
	
	
	
	

	5.
	
	
	
	
	

	6.
	
	
	
	
	

	7.
	
	
	
	
	


Essential Personnel- Alert, Notification, and Implementation Process

In this section you will identify the essential personnel within your college/department. Look at each essential function and identify at least 3 individuals who may be called upon in an emergency to maintain said operation. Once you have identified the personnel then assign a team leader. It is recommended to assign personnel by function.  In the notes column indicate who your team leader and your alternate team leader is.

List Essential Functions Here

	Contacted Y/N
	Name
	Home Phone
	Cell Phone
	Alt Phone
	Notes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


List Essential Functions Here
	Contacted Y/N
	Name
	Home Phone
	Cell Phone
	Alt Phone
	Notes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


List Essential Functions Here

	Contacted Y/N
	Name
	Home Phone
	Cell Phone
	Alt Phone
	Notes

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	

	
	
	
	
	
	


Leadership – Orders of Succession

This section should identify orders of succession to key positions within your college/department.  Orders should be of sufficient depth to ensure the colleges/department’s ability to manage and direct its essential functions and operations. Recommended practice is at least three deep.   The conditions under which succession will take place, the method of notification, and any temporal, geographical, or organizational limitations of authority should also be identified in this section.

The following table shows the order of succession for the College/Department of: 

	Position Title
	Successors

	
	1.

	
	2.

	
	3.

	
	1.

	
	2.

	
	3.

	
	1.

	
	2.

	
	3.

	
	1.

	
	2.

	
	3.

	
	1.

	
	2.

	
	3.


Designation of Authority

This section should identify, by position, the authorities for making policy determinations and decisions at headquarters, field levels, and other organizational locations, as appropriate.  Generally, pre-determined designations of authority will take effect when normal channels of direction are disrupted and terminate when these channels have resumed.  Such designations may also be used to address specific competency requirements related to one or more essential functions that are not otherwise satisfied by the order of succession. Designations of authority should document the legal authority for making key decisions, identify the programs and administrative authorities needed for effective operations, and establish capabilities to restore authorities upon termination of the event.   Pre-determined designations of authority may be particularly important in a devolution scenario. 
Designation of Authority Worksheet

	Official (Title)
	Designated Successors (Title)
	Conditions
	Program Responsibility

	
	1.
	
	

	
	2.
	
	

	
	3.
	
	

	
	1.
	
	

	
	2.
	
	

	
	3.
	
	

	
	1.
	
	

	
	2.
	
	

	
	3.
	
	

	
	1.
	
	

	
	2.
	
	

	
	3.
	
	


Devolution

This devolution section should address how your college/department will identify and conduct its essential functions in the aftermath of a worst-case scenario, one in which the leadership and workers are incapacitated.  Your college/department should be prepared to transfer all of their essential functions and responsibilities from the colleges/department’s primary operating staff and facilities to other employees and facilities.

(Insert Text Here)
Alternate Facility Operations

This section identifies initial arrival procedures as well as operational procedures for the continuation of essential functions.   

(Insert Text Here)

Mission Critical Systems

In-order to properly plan for emergencies, the department has conducted a risk assessment and identified the mission critical functions performed by the department.  This list identifies what specific systems need to be maintained during an emergency.

The following table identifies mission critical systems (can be expanded as needed):

	System Name
	Current Location
	Other Locations

	
	
	

	
	
	

	
	
	


Vital Files, Records, and Databases

This section should address the colleges/department’s vital files, records, and databases, to include classified or sensitive data, which are necessary to perform essential functions and activities and to reconstitute normal operations after the emergency ceases.  Organizational elements should pre-position and update on a regular basis those duplicate records, databases, or back-up electronic media necessary for operations.  

There are three categories of records to be reviewed and prioritized, then transferred (either hard copy or electronic media) to an alternate location:

· Emergency operations records; 

· Legal/financial records; and,

· Records used to perform security preparedness functions and activities.

Vital Records Matrix Worksheet
	Vital File, Record, or Database
	Form of Record (e.g., hard copy, electronic)
	Pre-Positioned at Alternate Facility
	Hand Carried to Alternate Facility
	Storage Location(s)

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	




Reconstitution

This section identifies the procedures for returning to normal operations—a time phased approach may be most appropriate.  This section may include procedures for returning to the primary facility, if available, or procedures for acquiring a new facility through the University Space Management Department.  Notification procedures for all employees returning to work must also be addressed.  The conduct of an After-Action Report (AAR) to determine the effectiveness of Your COOP plans and procedures should be considered. 

(Insert Text Here)

Logistics

Alternate Location

The alternate location section should explain the significance of identifying an alternate facility, the requirements for determining an alternate facility, and the advantages and disadvantages of each location.  Senior managers should take into consideration the operational risk associated with each facility.  Performance of a risk assessment is vital in determining which alternate location will best satisfy a colleges/department’s requirements.

Alternate facilities should provide:

· Sufficient space and equipment

· Capability to perform essential functions within 12 hours, up to 90 days

· Reliable logistical support, services, and infrastructure systems

· Consideration for health, safety, and emotional well-being of personnel

· Interoperable communications

· Computer equipment and software

(Insert Text Here)

Interoperable Communications

The interoperable communications section should identify available and redundant critical communication systems that are located at the alternate facility.  These systems should provide the ability to communicate within your college/department and outside the college/department. 

Interoperable communications should provide:

Capability commensurate with an agency’s essential functions

Ability to communicate with essential personnel

Ability to communicate with other agencies, colleges/departments, and customers

Access to data and systems 

Communications systems for use in situations with and without warning 

Ability to support COOP operational requirements

Ability to operate at the alternate facility within 12 hours, and for up to 90 days

Interoperability with existing field infrastructures

(Insert Text Here) 

COOP Planning Responsibilities

In addition to the responsibilities listed below, this section should include additional delineation of COOP responsibilities of each key staff position, to include: individual Emergency Relocation Group (ERG) members, those identified in the order of succession and delegation of authority, and others, as appropriate.  The ERG members are those that would be sent to start emergency operations at the relocation site.

The following table shows COOP responsibilities:

	Responsibility
	Position

	Update COOP plan annually.
	

	Update telephone rosters monthly.
	

	Review status of vital files, records, and databases. 
	

	Conduct alert and notification tests.
	

	Develop and lead COOP training.
	

	Plan COOP exercises.
	

	
	

	
	

	
	

	
	


Training, Tests and Exercises

The key to a successful enactment of this plan hinges on the ability of Training, Tests and Exercises (T,T&E) to familiarize staff members with their roles and responsibilities during an emergency, ensure that systems and equipment are maintained in a constant state of readiness, and validate certain aspects of the COOP Plan.  Managers may be creative when it comes to COOP readiness and include snow days, power outages, server crashes, and other ad-hoc opportunities to assess preparedness. 

3. Plan Training- Each faculty and/or staff member shall be trained on their role within this plan. This shall be completed within 60 days of the plan approval.  An annual review shall be completed with each staff member thereafter.  

4. Plan Exercise- Annually, the plan shall be exercised through a “full-scale” activation.  This will ensure that each employee knows their responsibilities within the plan and the back-up systems properly work. 

Department of                                Training Record

	Type of training
	Training Date
	Completed Exercise (Y or N)
	Notes and Key Participants

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


COOP Plan Maintenance & Improvement

This plan will be continually updated with current contact information, resources and organizational changes.  At a minimum the entire plan will be updated annually.  The updated electronic plan shall be submitted to Carol Prescott in the Department of Public Safety at prescaro@isu.edu. Any “gaps” identified should be accompanied with a improvement plan.  This improvement plan should include a list of gaps, costs associated with the improvement to fix the gaps and a time line.  Below is a sample improvement plan spreadsheet.   
	Gap- item
	Estimated completion time
	Cost

	
	
	

	
	
	

	
	
	


Annex B:  Alternate Location/Facility Information

This annex should include general information about the alternate location/facility.  Examples include the address, points of contact, and available resources at the alternate location.

(Insert Text Here)

Annex C:  Maps and Evacuation Routes

This annex should provide maps, driving directions, and available modes of transportation from the primary facility to the alternate location.  Evacuation routes from the primary facility should also be included. 

(Insert Here)
(Department or College)Response Level 3 Appendix Template:
	Level 3: Major Emergency

	Type: Delivery of Services Cease 0 – 8 Hours (Estimated) Duration

	Activity Response:

1. Notify The Department of Public Safety! (Required)
2. Notify Head of Department or College of impending COOP Plan activation. (Required)
(List of possible activities involved in your Department or College COOP Plan activation.)*

· Activate plans to transfer to alternate facility.

· Instruct advance team to ready alternate facility.

· Assemble documents and equipment required for essential functions at alternate facility.

· Order needed equipment/supplies.

· Transport documents, equipment and designated communications.

· Secure original facility.

· Continue essential functions at regular facility, if available, until alternate facility is ready.

· Advise alternate facility on status.

        Activate advance, operations, and support teams, as necessary.
     


*Note:  The actions in Red are required by the Idaho State University’s Continuity of Operations

Plan (COOP).  The actions in italics are suggestions provided to assist your Department or College in the development of your individual Response Action Appendix.
(Department or College)Response Level 4 Appendix Template:
	Level 4: Disaster

	Type: Delivery of Services Cease 8Hrs-90 Days (Estimated) Duration

	Activity Response:

3. Notify The Department of Public Safety! (Required)
4. Notify Head of Department or College of impending COOP Plan activation. (Required)
5. Notify Department or College Vice-President. (Required)

(List of possible activities involved in your Department or College COOP Plan activation.)*

· Activate plans to transfer to alternate facility.

· Instruct advance team to ready alternate facility.

· Assemble documents and equipment required for essential functions at alternate facility.

· Order needed equipment/supplies.

· Transport documents, equipment and designated communications.

· Secure original facility.

· Continue essential functions at regular facility, if available, until alternate facility is ready.

· Advise alternate facility on status.

        Activate advance, operations, and support teams, as necessary.

·   Provide guidance to contingency team personnel and information to the public.

· Identify replacements for missing personnel (delegation of authority and orders of succession).

       Commence full execution of operations supporting essential functions at the alternate facility.
     


COOP Submission

Thank you for completing your department’s All Hazards Continuity of Operations Plan (COOP). Please submit this Plan to your Dean or Vice President for approval and identification of essential positions within your department/unit.

	Dean/VP name:


	Title:

	Dean/VP signature:
	Date submitted:




Please send an electronic copy of this COOP to prescaro@isu.edu
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