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Introduction

A risk assessment identifies the hazards your campus faces and assesses your level of vulnerability to these potential events.

Conducting a risk assessment will allow your campus to determine:

· Which natural, manmade, and technological hazards could affect your campus

· What areas of the campus are vulnerable to the hazards

· What assets will be affected

· To what degree these assets will be affected, as measured in dollar losses

Recommended Campus Workgroup

An inter-disciplinary workgroup is required to complete a comprehensive and measured analysis that captures critical campus perspectives.  It is recommended that workgroup participants from all campus functional areas be part of this workgroup.  Some campuses may have already formed similar standing committees that can serve this purpose.  Department representatives should be senior managers (Director or Assistant Director level) in order to provide requisite institutional experience and knowledge regarding campus hazards and related impacts, and applicable mitigation measures.

Examples of campus functional units suggested as part of a risk and vulnerability assessment workgroup:

· President/Chancellor/Provost Office

· Public Information/Media Services/Community Relations

· Emergency Management

· Police Department

· Fire Protection/Prevention

· Accounting and Financial Services

· Facilities Management/Physical Plant

· Risk Management/General Counsel
· Environmental Health and Safety

· Human Resources

· Information Technology/Telecommunications

· Office of Research/Agriculture

· Academic Senate/Faculty

· Student Affairs—housing/dining

· Student Affairs—health services

· Student Affairs—registrar/financial aid
· For IHE’s with healthcare facilities, see footnote (i) at the end of the document for additional considerations
How to use the Risk and Vulnerability Assessment Model

The Risk Assessment model is designed to quantify and document the probability and overall severity of various types of threat events or hazards (natural, technological, human, and terrorism).  This is calculated on a Microsoft Excel spreadsheet preset with formulas to automatically calculate the workgroup consensus.

For each threat event, participants will answer one question representing probability of occurrence, then evaluate six impact questions across three different categories (human impact, facilities impact and institutional impact) and then assess their preparedness level.  All six estimates for impact are averaged to produce an overall severity score.  

The assumption is that threat events that affect all three categories would have greater overall impact to a campus than events whose impacts are limited to just facilities or people.  The overall severity score and the probability are then combined to create a relative risk score for each threat event.  

Once all the threat events have been evaluated, the results can be sorted from high to low to produce a relative risk ranking of threat exposures.  The results should be discussed with the group to determine reasonableness and validity.  The results of this risk assessment can provide a basis to evaluate adequacy of campus mitigation measures and recovery planning for the most significant campus threats.    

Consensus can be reached in a variety of ways:

1. Using one of the various ‘option calculator’ tools.

2. Calculating that score manually—dividing the sum of the opinions by the number of participants.
	 
	 
	SEVERITY = MAGNITUDE of IMPACTS
	 
	 
	 
	RELATIVE RISK

	 THREAT EVENT/ HAZARD
	PROBABILITY
	HUMAN IMPACT
	FACILITIES IMPACT
	 
	INSTITUTIONAL IMPACT
	SEVERITY IMPACTS
	UNMITIGATED RISK
	PREPAREDNESS
	

	 
	Relative likelihood this will occur
	Potential deaths or injuries
	Physical damage and costs
	Interruption research & teaching Impact reputation/image
	Overall Impact (Average)
	Probability x Severity Impacts
	Level of Preparedness
	Unmitigated Risk/Preparedness

	Natural Hazards      Technological                    Human                           Terrorism
	1 = Not occur                      2 = Doubtful                  3 = Possible            4 = Probable                  5 = Inevitable
	Question 1
	Question 2
	Question 1
	Question 2
	Question 1
	Question 2
	1 = Lowest                  5 = Highest
	1 = Lowest                  25 = Highest
	1 = None                               2= Poor                                   3= Fair                     4=Good           5=Prepared
	

	Animal/Crop Eco-terrorism
	3.2
	1.4
	2.5
	3
	2.3
	2.9
	1.4
	2.25
	7.2
	2
	3.6

	Workplace Violence
	4.4
	3.4
	4.3
	1.4
	1.1
	1.4
	3.7
	2.55
	11.22
	3
	3.74


Example Hazard Evaluation:

In the example in the table, there are 12 participants from campus departments

Threat: Animal/Crop Eco-terrorism

Probability – 3.2

1. To calculate the possibility you will need to tally all of the responses in the following way: 

10 participants rate it as 3-possible—30 points

2 participants rate it as 4-probable—8 points

Total score is 38, divided by 12 participants = 3.17 rounded up to 3.2

The other questions are manually calculated in a similar manner.

2. To calculate the Severity, take the average of the human impact, facilities impact, and institutional impact scores. 

In this example the calculations would be: (1.4+2.5+3.0+2.3+2.9+1.4)/6=2.25

3. To calculate the Unmitigated Risk, take the probability and multiply it by the Severity. 
In this example, the calculation would be: 3.2*2.25=7.2

4.  To calculate Relative Risk, take the unmitigated risk and divide it by the level of preparedness.
In this example, the calculation would be:  7.2/2= 3.6
In this example shown here, Workplace Violence is a greater relative risk to the campus than Flood. 

Hazard & Risk Assessment Probability and Severity Metrics 

I. Probability Metric 
1. Consider the number of occurrences on your campus over the past 15 years, the number of similar events at other Universities, and any changes or trends that could affect the frequency of this event on your campus.

Estimate the likelihood this event will occur in next 15 years. 

1. Not applicable (will not occur)

2. Doubtful (not likely)
3. Possible (could occur)

4. Probable (very likely  to occur)

5. Inevitable (will occur)
II. Severity Metrics
A. Human Impact
1. If this event has occurred in the past on your campus, what was the extent of injuries and deaths that occurred?
1. None or this event has never occurred on campus
2. Few or minor injuries

3. Multiple minor injuries or a major injury 

4. Multiple major injuries or a death 

5. Multiple deaths and major injuries
2. Consider the potential for injuries or deaths from this event on your campus or from similar events at other universities, and any changes or trends that would affect future injuries and deaths from this type of event. 

Estimate the number of injuries and deaths that could result from this event:

1. None 

2. Few minor injuries 

3. Multiple minor injuries or possible death 

4. Multiple deaths and minor injuries

5. Multiple deaths and major injuries

B. Facilities Impact
1. Consider the vulnerability of your central campus facilities to this event. (See the attached page for a list of typical campus facilities.) 

Estimate the extent of damage to campus-wide facilities:

1. Little or no damage

2. Mild damage to several facilities

3. Moderate damage to multiple facilities

4. Severe damage to multiple facilities 

5. Extensive damage to most facilities

2. Considering the extent of damage to the central campus facilities, estimate the total cost to respond to the event and repair or replace all damaged facilities.
1. Less that $1 million

2. Between $ 1 million and $10 million

3. Between $10 million and $100 million

4. Between $100 million and $1billion 

5. More than $1 billion

C. Institutional Impact

1. If this event were to/did occur on your campus, estimate the duration of interruption to campus-wide teaching and research activities, and business operations:
1. Hours 

2. Days 

3. Weeks 

4. Months 

5. Years or longer

2. To what extent would this event negatively impact the campus reputation or public image over the long term?
1. None 

2. Minor

3. Moderate 

4. Significant 

5. Severe
III.  Preparedness
1.  Consider what the level of preparedness is for each threat/hazard.

1. None:  Plan/Policy is not developed and no training/exercises have occurred.

2. Poor:  Plan/Policy is not developed and no training/exercises have occurred.  However, some resources have been expended/identified to start the process.

3. Fair:  Plan/Policy is developed but needs to be updated or training/exercises need to occur to test the plan/policy.

4. Good:  Plan/Policy is developed and training/exercises have occurred, but after action items need to be addressed and minor improvements need to be made to the plan/policy.
5. Prepared:  Plan/Policy is developed, written and current.  Training and exercises are conducted on a routine basis to test the plan/policy.  Plan/Policy is shared with stakeholders.












