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Purpose of Session  
Present information on the second phase of the school emergency management cycle. 
 
Overview of Session 
 Define the Preparedness phase 
 Identify key components of Preparedness 
 Discuss emergency procedures and emergency plans 
 Review Incident Command System 
 Review coordination and communication 
 Discuss training and exercises 
 Practice a tabletop activity  

 
Key Messages 
 The Preparedness phase includes coordinating effective plans with community 

partners 
 Plans must address all hazards 
 Identify roles and responsibilities in advance -- Incident Command System 
 Develop communication plans in advance, considering staff, parent/guardian, 

and media needs 
 Train all staff and students on emergency plans and procedures 
 Use exercises to identify gaps and weaknesses in plans and to reinforce training 
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About the Presenters 
 
WILLIE FREEMAN is the Director of Security for Newark Public Schools in New Jersey, a 
district with over 43,000 students and 82 schools. Previously, he served for more than 23 
years with the New York City Police Department (NYPD). In his tenure with the NYPD, 
he was a neighborhood police team officer, police academy instructor sergeant in an 
organized crime control bureau, and an Integrity Control Lieutenant. Prior to his 
retirement with the NYPD, he had commanded an inspections unit in Internal Affairs. 
Mr. Freeman serves on the U.S. Department of Education’s Office of Safe and Drug-free 
Schools (OSDFS) School Security Chief’s group and as a presenter for the Pennsylvania 
Regional Community Policy Institute. Mr. Freeman is the past chairperson of 
Educational Institutions for the American Society of Industrial Security International.  
 
He is a certified New York state security guard trainer and the author of numerous 
articles on school safety/security management and law enforcement training. 
 
BOB SPEARS has been an employee of the Los Angeles Unified School District (LAUSD) 
since 1973. He has worked as a teacher and coordinator at Franklin and Taft High 
Schools and then as an Assistant Principal at Fremont and Bravo High Schools. He has 
been in charge of School Safety and the Plant at most of his administrative assignments.  
 
At the same time, he was a member of the Sierra Madre Volunteer Fire Department 
where he became a Captain, Assistant Chief for Training, and Chief of the Department. 
As part of his Fire Department training, he has taken many classes in the Incident 
Command System (ICS/SEMS) and has managed large incidents using ICS.  
 
In October of 2003, he became the Director of Emergency Services for the District. He 
has worked on the District’s Safe School Plan for Emergency Procedures and the 
District’s Emergency Operations Center Plan. He regularly teaches classes in all aspects 
of Emergency preparedness and NIMS/SEMS. 
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Overview of Preparedness Session 

 Define the emergency phase
 Identify steps to creating an emergency 

management plan 
 Address elements to include in an emergency 

plan 
 Introduce Incident Command System
 Review coordination and communication
 Discuss training and exercises
 Practice a tabletop activity 
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Phases of Emergency Management

Prevention
-Mitigation Preparedness

Response
Recovery
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Learning Objectives for 
Preparedness

 Understand the basic elements of an emergency 
plan

 Gain awareness of Incident Command System 
principles, terminology, and implementation

 Learn multiple strategies for effective emergency 
exercises and training

 Engage in an interactive scenario
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What is the Preparedness Phase?

The Preparedness phase is designed to strengthen the
school community by coordinating with community
partners through:  

 Developing emergency policies and protocols 
 Adopting the principles of the Incident Command 

System (ICS)
 Conducting staff training and drills
 Conducting and assessing emergency response 

exercises 



6

Goal of the Preparedness Phase

Facilitate a rapid, coordinated, and 
effective response in the event of an 
emergency
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Steps for Developing an 
Emergency Management Plan 

 Step 1: Collect existing resources
 Step 2: Conduct necessary assessments
 Step 3: Identify gaps and weaknesses
 Step 4: Start assembling plan based on the 

four phases of emergency 
management
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Steps for Developing an 
Emergency Management Plan 
 Step 5: Incorporate vulnerability data
 Step 6: Conduct trainings and exercises
 Step 7: Revised plans based on outcomes of 

trainings and exercises
 Step 8: Disseminate plan to stakeholders
 Step 9: Establish accountability measures to 

ensure ongoing refinement
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Elements to be Addressed in an 
Emergency Management Plan 

 All-hazards emergency procedures
 Lockdown
 Evacuation
 Shelter-in-place

 Command and control (ICS)
 Communication plans
 Parent reunification plans
 Emergency equipment lists (see example & 

handout)
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Elements to be Addressed in an 
Emergency Management Plan (Cont’d.)
 Procedures for students and staff with disabilities 

or other unique needs
 Public health surveillance
 Food defense
 Evacuation plans approved by first responders 
 Student accountability procedures
 Mental health recovery plans
 Drill and exercise schedule 
 Considerations for anniversaries and memorials
 Legal review 
 Annual accountability and plan revisions
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Command and Coordination

 Pre-incident planning with community 
partners:
 Develop memorandum of understanding (MOUs) 

or mutual aid agreements with community 
partners

 Coordinate with state and local emergency 
management agencies
 Join Local Emergency Planning Committee (LEPC)
 Ensure evacuation routes are coordinated with police 

and fire 

 Share information with first responders
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Business Continuity Planning

Succession planning
Record retention and safe-keeping
Pre-negotiated contracts
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Incident Command System

Incident Command System (ICS) is a management 
system designed to enable effective and efficient 
domestic incident management by integrating a 
combination of facilities, equipment, personnel, 
procedures, and communications operating within a 
common organizational structure. 
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EMERGENCY MANAGEMENT
LAW ENFORCEMENT
FIRE DEPARTMENTS

EMERGENCY MEDICAL SERVICES

SCHOOLS

ICS
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ICS Functional Areas  

Command
Operations
Planning
 Logistics
Finance/Administration
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ICS: Principles

 Emergencies require certain tasks or functions to be 
performed

 Nature of the incident determines level of activation 
and response

 Expandable and collapsible
 One incident commander:

 May vary for different types of incidents
 May change during incident response
 Incident command responsibility should be 

determined in advance
 Clear, pre-determined reporting lines 
 Span of supervisory control does not exceed 3-7 

subordinates
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ICS: Common Terminology

 Ability to communicate in a crisis is essential
 ICS requires use of common terminology 

including standard titles for facilities and positions
 ICS uses plain English (NO CODES)
 Uses common terminology
 Example:

 Unclear language:
 “Teachers and students, this is a Code Yellow.”

 Clear language:
 “Teachers and students, this is a lockdown.”
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ICS Common Terminology (Cont’d.)

 Incident Command Post (ICP)
 Staging Areas
 A Base
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ICS: Roles

Safety Officer

Liaison Officer

Public 
Information 

Officer

Finance & 
AdministrationLogisticsPlanning

Incident Commander

Operations

General Staff

Command 
Staff
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Unified Command

 Used on larger incidents when multiple 
agencies are involved. 

 Typically includes command representatives 
from involved agencies.

 Acts as a single entity.
 Lead agency acts as Incident Commander.
 Each agency sends someone who does not 

need to ask permission to make a decision.
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ICS: Scenario

A student reports to a teacher that 
he witnessed another student 
carrying a weapon.
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ICS: Activation

Teacher = Incident Commander

The teacher reports the incident to the principal.  
The principal determines the nature of the 
emergency and decides to activate the Incident 
Command System. He or she becomes the Incident 
Commander.

At the moment the student reports the issue, the 
teacher is the Incident Commander.

Principal = Incident Commander
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ICS: Scalability

The principal places the school in lockdown and calls 
911 and the district office.  The police arrive on the 
scene and the officer in charge takes over as the 
Incident Commander.  The principal assists the police 
response and becomes part of the unified command 
staff. 

Police Officer = Incident Commander

Principal = Unified Command Staff
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ICS: Scalability (Cont’d.)

 The Incident Commander designates another police officer as 
the Operations Section Chief, who in turn assembles a strike 
team to locate the student with the weapon.

 While the school is in lockdown, a student suffers an asthma 
attack.  The teacher must render aid until the school nurse can 
assist.

Incident Commander 
(Police Officer)

Unified Command Staff
(Principal and key staff)

Operations

Police Strike Team

School Nurse
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ICS: Scalability (Cont’d.)

 Since the duration of the incident may be prolonged, the 
Incident Commander activates the assistant principal as 
Planning Section Chief to plan for possible scenarios with 
regard to student care and long-term needs.

 The Incident Commander requests that 
the Public Information Officer prepare 
a statement for the media.

Incident Commander
(Police Officer)

Unified Command Staff
(Principal and key staff)

Public Information Officer

PlanningOperations

Police Strike Team

School Nurse
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ICS: Scalability (Cont’d.)

 The police investigate the incident and arrest the student. The 
school is closed for the day to complete the investigation.  
Parents are notified that students will be evacuated to a local 
elementary school to be picked up. 
The logistics section is activated 
to provide bus transportation 
and food. 

Incident Commander
(Police Officer)

Unified Command Staff
(Principal and key staff)

Public Information Officer

Logistics

Transportation

PlanningOperations

Police Strike Team

School Nurse

Reunification Team
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Sample School Based ICS

Public Information 
Officer

Liaison Officer

Safety Officer

Student Supervision

Search and Rescue

Health Services/
First Aid

Operations

Facility and Materials

Documentation/ 
Recorder

Planning

Food Services

Transportation

Logistics

Personnel

Insurance Claims

Finance & Administration

Incident Commander and Incident Command Team

Student/Parent 
Reunification
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Establishing an ICS

 Assess staff skills, training, aptitude, and 
personalities

 Assign roles and train staff 
 Create lines of succession/backups for all key 

positions
 Establish a “buddy teacher system” to allow staff to 

fill ICS roles. Individual teachers will supervise two 
classes to free up staff. 

 Coordinate with community partners to clarify 
transfer of command and unified command 
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Communication Considerations

Develop communication protocols in advance:
 Develop agreements with community agencies 

about the release of information and designation 
of the PIO

 Develop template letters that can be used in a 
crisis

 Communication considerations should include 
parents/guardians, school staff, and the media

 Notify other schools and districts of an incident, 
even if not directly impacted by the event
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Communication Considerations: 
Parents
 Provide information on emergency response 

procedures
 Reunification procedures:

 Communicate what is expected of parents
 Translate information as necessary for English 

Language Learners
 Emergency notification systems:

 Identify media partners
 School webpage
 Automatic phone/email notification
 Incorporate redundancy

 Update parent and emergency contact information 
periodically
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Communication Considerations:  
School Staff
 Establish system to verify information before 

responding
 Establish and refine a system for communicating with 

staff under a variety of scenarios 
 E-mail, cellular phones, radio

 Develop a system for staff and student accountability:
 Need for up-to-date class rosters and student 

emergency information
 Have a plan to identify students who are not 

accounted for
 Develop a plan and training for unique staff 

categories (substitutes, after-school activity 
managers)
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Communication Considerations: 
Media
 Assign a trained PIO to handle media 

inquiries
 Identify media staging areas
 Establish policies and procedures for dealing 

with media requests/inquiries
 Coordinate media releases with community 

partners—All releases must be first cleared 
by the Incident Commander

 Limit media exposure to students
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Many emergency management agencies and other accredited 
public safety agencies must conduct various types of exercises 

on an annual basis.

Training and Exercises

 Clarify roles and responsibilities
 Evaluate plans and procedures
 Develop effective agency relationships
 Assess resources and capabilities
 Identify needs and solutions
 Provides significant benefits to school and community
 States have legislation requiring school exercises 

and drills
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Training for District & School Staff

The benefits are clear:
 Increased confidence in 

students, staff and 
parents

 Greater consistency of 
response

 More efficient use of 
resources

 Stronger relationships 
with partners
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Types of Exercises

ORIENTATION
“Getting Everyone on Board”

DRILLS
“Single Agency”

TABLETOP
“Group Discussion”

FUNCTIONAL
“Stressful Simulated Events”

FULL-SCALE
“Resources Deployed”
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After-action Review

 Captures key lessons learned 

 Makes recommendations for improvements.
 Key Components :

 Conduct exercise / emergency activities overview
 Relevance of goals and objectives;
 Analysis of outcomes;
 Analysis of capacity to perform critical tasks;
 Recommendations;
 Specific improvements for each partner; and 
 Accountability plan for follow-up.
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Conducting Exercises

 Practice a variety of different scenarios with 
community partners

 Practice a variety of different response 
procedures

 Communicate information about drills early 
and often

 Drill under different conditions (weather, time 
of day)

 Document lessons learned and implement 
recommendations
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Learning Objectives for 
Preparedness
 Understand the basic elements of an emergency plan
 Gain awareness of Incident Command System 

principles, terminology, and implementation
 Learn multiple strategies for effective emergency 

exercises and training 
 Engage in an interactive scenario
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Tabletop 
Activity
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Location

 Brentwood High School (fictitious)
 Brentwood City population – 125,000
 No active Local Emergency Planning Council 

(LEPC)
 Brentwood High – 1,200 students
 School lost their 2 SROs last year due to 

funding issues and police department staff 
reallocations

 Mid-April, weather mild
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Scenario

 Sometime shortly after lunch a visitor who had just 
parked in the school parking lot and was walking to 
the school heard a gunshot – then shortly after, 
heard another.

 As he ran to the school, he witnessed a popular 
student slumped over the wheel of her car, 
apparently dead, with a single gunshot wound to 
the head.  The visitor recognized the popular 
student/athlete, knew her name, but did not know 
her personally.

 The traumatized visitor ran to the school office and 
reported a possible murder/suicide. 
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Additional Context

 The “danger zone” appears to be limited to the 
school parking lot.  

 No other witnesses appear to be present.  No 
additional injuries are reported.  

 The student was not known to have a history of 
mental illness.  

 The student has one younger brother who 
attends school in the district.  

 Two students committed suicide two years ago 
and the school/district was scrutinized/criticized 
for their “lack of response” and because of the 
high levels of reported bullying at the school.  
Both of the victims had repeatedly been bullied. 
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Problem Statement

 A student has either been murdered or 
committed suicide on school grounds. 

 Q: How do we ensure the safety of other 
students/staff and prepare for the community 
response?  What immediate actions should 
the school take?

 Small group discussions.
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What Actions Have Been Taken?

 The office staff called 911 and alerted the 
Assistant Principal (the principal was out of 
town, traveling with the basketball team to the 
state tournament).  

 The Assistant Principal made the decision to 
place the school in lockdown.  

 She made the call over the intercom 
announcing the school was going into 
lockdown and asked for teachers to check 
their email for further notification.
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Messages

 911 dispatch informs school that EMS should 
arrive on scene within 10 minutes

 City police are en route.
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Additional Questions

 Was the decision to go into lockdown a good 
one?

 Should someone go out onto the scene?
 Why email?
 What information should the office convey to 

teachers?
 What information should the teachers convey 

to students?
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Additional Information

 10 minutes into lockdown and after receiving an 
update email from office, one of the English 
teachers messages back saying she is 
concerned about a female student (different from 
the one in the parking lot) who did not show up 
for class. The incident in the parking lot reminds 
the teacher of the suicides two years ago. The 
teacher reports that the student of concern had 
been depressed, likely had access to weapons 
and was possibly suicidal.  

 The 2nd female student had been in classes 
during the a.m.

 Police have been on scene for 5 minutes.
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Additional Questions

 Does this information impact your current 
response actions in any way?

 What communications need to be occurring 
within the school, to the district?

 What ICS functions are being employed?
 Who would be performing these functions?
 Does lockdown complicate ICS roles?
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Message

 15 minutes after lockdown was initiated, a 
gunshot is heard near the location of the 
school auditorium stage.  One of the nearby 
classroom teachers picks up the phone and 
frantically calls this information into the office.

 What now?
 What is going through the minds of the 

teachers, of the students?
 Discussion…
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Message

 Upon police investigation of the auditorium, 
the second female student (the one 
mentioned earlier by the English teacher) is 
found behind the stage, dead, of an apparent 
self inflicted gunshot wound.
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Additional Questions

 How does this second death change your 
response procedures?

 How long will you remain in lockdown and 
who will cancel it?

 What will you do for the rest of the day?
 Tomorrow?
 How will you handle media that is now on 

scene outside the school?
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Final Questions

 What if these events were a double suicide 
versus a murder-suicide?

 What will be your mid-long term mental health 
recovery plans?

 How should we plan for the anniversary?
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Resources

TA Center, “Emergency Exercises” 
newsletter
http://rems.ed.gov/views/documents/HH_Emerg
encyExeMarch20th.pdf

FEMA’s “The Comprehensive Exercise 
Curriculum” 
www.training.fema.gov/emiweb 

The Virginia Educator’s Guide for Planning 
and Conducting School Emergency Drills 
www.dcjs.org/vcss/documents/educatorsGuide
ForDrills.pdf 



Preparedness - Best Practices 
   
 

U.S. Department of Education ~ Office of Safe and Drug-Free Schools ~ Readiness and Emergency Management for Schools (REMS) 
 

Tabletops, functional exercises, and full-scale exercises have many things in common regarding planning: 
 All exercises should be driven by real vulnerabilities in the school. 

 All exercises should have structured text specific actions and objectives. 

 All tabletops need: narrative, problem statement, simulated messages. 

 All exercises should be communicated broadly about the event, the planning time frame, and the justification for it because everyone in the 

school community is a stakeholder in one way or another. 

 All exercises should have a good facilitator; this is central to the event and central to ensuring it is a comfortable learning exercise for 

everyone. 

Best practices in conducting exercises: 
 Practice a variety of different scenarios based upon risks in the school and community: 

 Utilize hazard / vulnerability data; and 

 Collaborate with disaster and emergency services. 

 Practice a variety of different response procedures, such as lockdown, shelter-in-place, and evacuation. 

 Communicate information in advance (with parents, media, and surrounding neighborhoods as appropriate). 

 Evaluate and document lessons learned in an after-action report. 

 Implement exercise outcome recommendations. 

 Test the capacity of all agencies—not just schools. 

 Drill under different conditions (time, weather, pull key people such as the building engineer). 

 Identify weaknesses and areas for improvement. 

 Build design succession of exercises to instill feelings of “success.” 

 Make sure that one objective is to implement the Incident Command System to be compliant with National Incident Management System 

and to better integrate with local response agencies. 

 The goals of an exercise are NOT achieved UNTIL the recommendations from the after–action review are implemented. 
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