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Presenter
Presentation Notes
4:00 p.m. on  a mild, sunny Friday afternoon in February.  You all know what that’s like on a college campus, right? … most everyone is gone or counting down the minutes ‘til the weekend starts.  Feb 12, 2010, was no different on our campus . . . until everything changed when a multiple victim shooting occurred.  Three faculty members were killed and three other persons wounded – two of them critically.

Court-issued “gag orders” prevent us from discussing specific details of the shooting, but the lessons we learned as we worked through the recovery process will hopefully provide you with some best practices to include in your emergency preparedness programs.  We learned a number of valuable lessons following our campus tragedy.  
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Presenter
Presentation Notes
The most important lesson we learned:  It CAN happen here. Whether it be a fire, flood, tornado, hurricane, earthquake, death of a student, or a criminal or terrorist act, some of you will face a crisis or disaster sooner rather than later.  How you deal with the event itself and its aftermath will, to a great extent, determine how your institution is “judged” by the media, the public, your students, their parents, and your faculty and staff.  How capable you are of dealing with a crisis or disaster is directly related to how strong your emergency preparedness programs are.




UAHuntsville

The University of Alabama in Huntsville

Lesson #1
Adversity often comes when you
least expect It, In the place you least
expect it.
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Presentation Notes
The most important lesson we learned:  It CAN happen here. Whether it be a fire, flood, tornado, hurricane, earthquake, death of a student, or a criminal or terrorist act, some of you will face a crisis or disaster sooner rather than later.  How you deal with the event itself and its aftermath will, to a great extent, determine how your institution is “judged” by the media, the public, your students, their parents, and your faculty and staff.  How capable you are of dealing with a crisis or disaster is directly related to how strong your emergency preparedness programs are.
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Lesson #2
Prior planning is essential.

“By failing to prepare, you are preparing
fo fail.”


Presenter
Presentation Notes
It is important to have a plan in place that addresses how your organization will handle a crisis.  Kevin will go into much more detail on this area, but some of the key questions that need to be considered include:
What will you do if you suffer structural damage and can’t access key financial or employment records?
Do you have a plan in place to contact employees in the event of an emergency?
Are employee emergency contact records up-to-date?
Is there a coordinated crisis communications plan?
Have you identified alternate communication methods if your primary methods fail or are inadequate?
Have you identified critical personnel who will respond to and manage an emergency or crisis?
Do critical personnel know what their roles are in the event of a crisis? (Example: Human Resources)
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Lesson #3
The immediate challenge after the
crisis is to understand the emotional
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How the organization deals with
matters of the heart is an important
part of how it will be perceived as
handling the overall crisis.


Presenter
Presentation Notes
Perception is everything when handling a crisis situation.  Your performance will be judged in the media, the community, and possibly the region and nation…and don’t forget about the international audience.  Your current and future students and their parents are part of these audiences.

How you deal with the human and emotional factors will be a large degree determine how your institution and its leaders will be perceived as handling the overall crisis.
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People view major issues In a
personal way and not all recovery
issues are tangible.

¢ Expect fear, anxiety, and other related stress symptoms
¢ Provide post-disaster psychological counseling
¢ Make resources available to entire campus community
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After a disaster, employees may be
pulled between family and work
obligations.

¢ Offer flexible work arrangements where possible
¢ Thank employees for their contributions

4 Establish a memorial to remember the event and
celebrate the recovery.
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Lesson #4
It’s not over when it’s over.
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Lesson #5
Don’t let the tragedy define your
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Lesson #6

Know the Difference Between Emergency Response Plans and
Continuity of Operations (COOP) Plans

* Fire, Police
* FEMA
* Shelter In Place Plans

Emergency * Emergency Evacuation Plans
Res p() nse * Personnel Accountability

* Mass Warning

* |IT Contingency Plans
* Business Continuity Plans (BCP)

COOP » Business Recovery Plans (BRP)

= Continuity of Operations Plan

Program (coor)
* Research Continuity Plans (RCP)

* Academic Continuity Plans (ACP) 12

Adapted from US Army AMCOM Example — used with permission
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Presentation Notes
Know the difference and train your community and leaders to know the difference.  Emergency response plans are important – make sure your campus community is educated on what to do in a given emergency situation.  Have building-specific emergency action plans and conduct regular drills and exercises.  Include your academic and research units in the planning and execution of the training – they need to feel they are an important part of the process. In reality, they ARE a vital part of the process, and their inclusion helps to minimize complaints about class and research interruptions related to drills and exercises.

COOP is often an overlooked or underdeveloped part of the overall Emergency Management Plan.  The tendency is for everyone to want to “ride the fire truck” and not think past what happens when the fire truck leaves.  Again, involve the academic and research areas – this will help to ensure proper planning for recovery and continuity.

If you find resistance to COOP planning, use examples of what could happen from universities who have faced a disaster.  Our research area was only lukewarm to COOP until we faced an extended power outage this spring and they were losing $7K per hour in contracts and grants income.  Other researchers came close to losing critical research – in some cases a career’s worth of work – because they had not made provisions for the failure of refrigeration and cryogenic systems.


' Lesson #7

The recovery process begins before the emergency

responders leave

= The crisis management and
recovery process begins as
soon as the event occurs

= Quickly assess the situation
and begin reviewing options
for disaster recovery and
operational continuity
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Presentation Notes
Leaders should begin looking past the event as soon as the threat to life safety is gone.

Before the ambulances and police cars left, and while the police had command of the tactical response – S.W.A.T. was still sweeping the building where the shooting occurred - we began focusing on the needs of our campus community and how best to begin the recovery process and resume normal operations.  Do we suspend classes?  For how long?  Do we suspend campus operations?  For how long?  Do we need outside help – grief and trauma counselors, advisors on managing the aftermath, and so on.
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Lesson #8

Have an up-to-date and comprehensive Emergency

Management Plan!
= Lives, business, and careers will depend on it
= Top executives should drive and visibly support
preparedness efforts

= Plans should include both Emergency Response and
COOP

1 <
" Our Disaster Recovery Plan | “\WWHAT'S YOUR PLAN?
Goes Something Like This... M58 # B :

g
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Presentation Notes
Having a plan that is never reviewed, exercised, or updated can be as bad as not having a plan.  Preparedness efforts must have the support of top administration in order to be successful.  Without such support, many individuals will not see any urgency or benefit in developing plans for something that “might” happen but is “statistically unlikely to happen here”.

You are all here because you’ve made a commitment to your institution to develop a strong and comprehensive emergency management program.  From our direct experience, and from the experience of other successful programs across the nation, in order for your program to truly be successful and institutionalized, you need a “champion” in the highest levels of your administration.

Emergency management programs MUST have the support of the top administration – look to your top leader to be the “champion” of the program.  Without their visible support and participation it will be difficult to develop and maintain preparedness momentum.
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Lesson #9

All emergency/crisis management personnel
should keep up-to-date emergency contact lists

= [Include cellular, home, office, email, home address, out-of-town
contact info

= Keep copies in cell phone contact lists

= Keep paper copies in automobiles and offices

= Keep a copy “in the cloud” that can quickly be accessed from
computers and mobile devices (we now use Google Docs)

as :
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Presentation Notes
Almost as important has having access to current response and recovery plans is the need to have up-to-date contact information for key personnel.  Everyone on your emergency management teams should have contact information for everyone else.  Printed copies in a wallet and in the car, cell phone contact lists, email client contact lists, etc.

In the minutes and hours following the shooting on our campus our recovery leaders spent a considerable amount of time gathering important phone numbers – both internal and external – no one had a master list.  Our emergency management group now has a master contact list and each member is expected to have that information in their mobile and desktop contact lists.  We also have that list “in the cloud” and our emergency management group can quickly access it from any internet-enabled computer or mobile device.
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Regardless of what your crisis management or
disaster recovery plan says, an organization’s top
leader will be its personification and chief public

relations officer following a large disaster

= Have a PlO in place but realize that the community will be looking
to the top executive first
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Presentation Notes
In a large-scale event, it doesn’t matter what your recovery, COOP, or crisis management plans say – the institution’s leader will be the person looked to for guidance and leadership.

Smaller incidents can likely be handled by your public affairs/PIO staff, but plan to have your top executive spend a good deal of time in front of the media and the community following a large crisis or disaster.

Our PIO handled media staging and passed on information on conference times, locations, etc., but our president was the person our community needed to see in front of the camera.  
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Cultivate working relationships with community

responders (police, fire, EMS)

= Where possible, participate in joint training exercises

=  Our officers participate in active shooter training alongside
city and county police

= This facilitated quick integration of teams from multiple
agencies

= [nvite responders to participate in and/or observe and evaluate
your exercises

= Conduct regular campus tours with responders

€ FIRE/EMS

= Response agencies should be familiar with the 911
campus, building names & locations, floor plans Q
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Presentation Notes
Pre-existing and solid relations with your surrounding community response agencies will be critical when the “big one” occurs.  Our police dept maintains close relations with the local city police, and our officers train alongside theirs whenever possible.

These close ties helped to quickly integrate teams and establish the emergency response command structure during the tactical response to the shooting.

External responders should be familiar with your campus and the location of staging areas, command centers, buildings, and emergency equipment.  

Quick access to building floor plans will be crucial during a fire, hostage, or active shooter response.  Be sure your response agencies either have copies for each building or that you can quickly access the plans . . . From off campus . . . Or it the building or system that houses those plans doesn’t exist any more.
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Lesson #12

Use the Incident Command System (ICS) - it works

= Require NIMS/ICS tralning for all first responders

= integrating your personnel with external response agencles
will be much easler If they know the system

* Include NIMS/ICS structure in planning, training, drills, and

exercises
= Use ICS forms (Incident briefing, objections, communications
plan, etc.
Officer
Tre Command Staft
Command Officer Safety, and Liaison
services for the entire
— organization.
Liaison
General Staff:
The General Staff are
5 [ . L . , I. Finanlcea’ as-'ls;'.gnﬁd ;ungtiuna:. 18
EENENEEI L DR v
Finance/Administration.
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Presentation Notes
UAH has adopted the ED guidelines for NIMS compliance and we require appropriate training levels for personnel who fall into the categories in those guidelines.  In 2009 we had approximately 25 persons trained in NIMS/ICS – most were in our police and facilities departments.  By the end of 2010 we had over 100 – all of the university’s emergency management operations group are now trained in NIMS/ICS.

In February 2010 there was some confusion over who was in charge during each phase of the response/recovery.  In the 2011 aftermath of the April tornados a clear chain of command fell into place and people were more confident in their roles and on where to look for information and guidance.

In February 2010 we had to pull together notes from many sources in order to get comprehensive information.  Had we used the ICS forms there would have been much less backtracking for data and duplication of effort.
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Lesson #13

Have pre-determined trigger points for activation
of emergency management personnel

Has an event or situation accurred, which threatens serious damage ta human welfare?

= Critical personnel should know
Homelessness/damage to property. Distuption of services pertaining to heatth

Disruption of communications system Disruption of transport infrastructure.
Distuption to supply of

how/when/If to report when a major B
p
Has an event or situation occurred that threatens
saster or Crisis event occurs = it snou

Contarnination of land, air or water
Yes Flooding

be an a“tomatlc response Disruption or destruction of plant or animal life

Has an event or situation occurred that threatens
= Include the activation process in your
University ?
I I I Temorism  Fatality Natural Disaster Fire
Has an emergency occurred that seriously affects the ability of the University
to continue to perform its functions?

Make certain that critical personnel T
Can the emergency be dealk with as part of the NOT A MAJOR EMERGENCY
day-to-day operations, without a requirement FOR THE UNNWERSITY

for significant redeployment of resources and without
acquiring additional resources? l
Is there potential for more

than one Department to be
involved in the response?

Co-ordinate via

Emergency
MAJOR EMEE?-IE : Operations
FOR untzwie Center
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Presentation Notes
Establishing clear triggering events for the activation of emergency management personnel is a sound practice.  In the event that communications channels are interrupted (as in the extended April power outage in North Alabama), emergency personnel know if they should report in and how and when to report.

Our experience has shown that if people don’t know or understand their role in the emergency management program, they will not check in or report for duty.  In an large-scale event, such as the recent tornado outbreak that left most of North Alabama without electricity for an extended period of time, we found that people will self-evacuate to a more comfortable climate (such as the Florida beaches).
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" Lesson #14

Incident Commander (IC) - Who’s in charge?

= When the police cars, ambulances, and fire trucks are gone, who
will be your incident commander?

= Reallze that your recovery starts as soon as the Inmediate threat to life
safety Is gone

= Your IC should be prepared to Immedlately step up and start making
declslons, often before the first responders are gone

= The IC should have the power to make declslons and delegate tasks to other
organlzational leaders

= Many plans name someone other than the top leader as IC - this may work
for small-scale events but for major disasters top leadership must step up

and lead the recovery process
.L.L 20
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Presenter
Presentation Notes
As I mentioned earlier, as soon as the threat to life safety is gone, the recovery process begins.  There may in fact be two incident commands in place at that time – the tactical emergency response agencies (police, fire, EMS) and the institutional recovery teams.  Unless you have a large police force and your own fire department it is likely that one of those external agencies will have command of the tactical response.  You should have a liaison with the tactical group.

Until our Feb 2010 incident it was assumed by many in at UAH that our chief of police would be the IC throughout a response and recovery to a criminal act.  This turned out not to be the case for this large-scale, high publicity incident – our chief worked alongside the Huntsville chief, but command and control of the tactical response was largely handled by the City of Huntsville Police Department, whose resources were much larger than ours.  In the recovery effort, our chief was a part of the command staff, but not the commander – that duty quickly fell upon our president, whom almost everyone looked to immediately as the person in charge.

Your recovery IC should have the recognized authority to delegate tasks and make decisions that affect university operations, finances, academics, and research.  Ask yourself who at your institution has this authority and would be recognized as a leader by ALL areas – business, academics, research – chances are it will be your president/chancellor.  
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Lesson #15

Communicate, Communicate, Communicate:

= Once facts are gathered and initial recovery plans in place the
organization leader should communicate plans and information through
mediums that can reach the most people. Include:

> Verified facts and where to obtain up-to-date
information

- - - ] mm T oy 1
= Avoid speculation and un-vetted information /il fecat

> Information on where people can go for help,
including post-trauma counseling T on®

> Identities of those who will lead each phase of
the recovery

> Regular updates on what is happening

= Maintain a designated and equipped call center

> Maintain trained personnel to manage and staff

the center

University of Chicago example
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Presentation Notes
The public information portion of your emergency management plans is important.  How effectively your institution is able to communicate with internal and external stakeholders will have a great deal of influence on the perception of how the institution’s leadership is handling the situation.

Check and double-check your facts before releasing information.

Use communication tools to bring people past the crisis event and bring focus to the recovery effort and how the institution plans to move forward and recover/resume regular operations.

A call center with a phone bank and trained staff will be an important part of your communications strategy.  Maintain a location that can quickly be used as a call center to field inquiries from parents, students, employees, media, potential volunteers, etc.
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Lesson #16

The leader (IC) cannot work (and succeed) alone

Enlist other top leadership and support staff
Delegate, delegate, delegate
Communicate, communicate, communicate

Leaders will face many of the same concerns and stresses that
affect their staff

> ICs and other key staff should take advantage of counseling
and stress management resources - you’re human - don’t be
afraid to acknowledge this

Be sure the leadership and support staff are familiar with plans
and their roles in them - training and exercises are the best

learning tools e
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Presentation Notes
Successful leaders and managers recognize their roles as coaches – they help provide the vision and mission goals but delegate the workload and ensure that communications flow appropriately up and down the chain of command.  These principles hold true for the incident commander in an ICS setting.

Another key to success is having established and tested plans to use as guidelines, and having the key players know their roles in executing those plans.  This is accomplished through training and exercising and through regular plan review and evaluation.
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Lesson #17

Have a pre-designated and equipped Emergency Operations

Center... and a backup location
= Location does not need to be dedicated to EOC operations but
should be capable of being quickly repurposed

= Phones, data connections, whiteboard, proximity to restrooms,
controlled access, away from media staging area(s)

= Make sure incident management teams know the location(s) of
the EOC

= Have a pre-determined plan for activation of the EOC

= Have a pre-determined threshold for activation of the EOC
, — = B | _ .; — —
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Presentation Notes
Having a trained incident command staff is critical to the success of a response or recovery operation.  However, if you don’t have adequate resources available to support the command staff it becomes difficult for them to manage their tasks.  An adequately equipped EOC is a crucial tool that should be readily available.

Considerations include:  backup power generation, physical location (such as not in a flood zone), ability to secure the facility, access to phone and data connections, restroom access, and support staff.

Determine thresholds for activation of the EOC, and include these in your training and exercises.  In training your emergency management staff to report, be sure they have a personal “go” kit with them at all times:  change of clothes, cell phone charger, spare prescription lenses, essential medications, and other recommended personal disaster kit items. 

A call center with a phone bank and trained staff will be an important part of your communications strategy.  They will field calls from students, parents, employees, media, and volunteers.
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Document Everything!

Clear detalled records will be required to recover losses and expenses
through Insurance carriers, disaster recovery grants, and other sources.

= Keep detailed property records

= Videotape and/or photograph damage

= Establish a separate chart of accounts for all recovery expenses
= Track labor, materials, and service costs related to recovery

= Track lost revenues (be prepared to justify your calculations)

= Use ICS forms to document emergency operations

ICS Forms
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Document everything!

Keep clear and detailed records from the moment a crisis or disaster occurs . . . and even earlier if you have advance warning.

Detailed property records are important – involve your facilities and inventory control personnel in recovery planning.  Track your expenses, damage losses, and lost revenues – you may be able to recover some or all through insurance, grants, civil proceedings, and other sources.

Detailed records will also be crucial if it becomes necessary to defend against civil actions or other legal claims.

Know what to do with volunteers.  If you experience a major disaster or crisis situation you will likely find both the need for and an abundant supply of volunteers.  Volunteer organizations such as Red Cross, Salvation Army, faith-based groups, and others can be excellent resources.  Some of these groups may reach out to see if their assistance is needed, others and many individuals may self-deploy.  Be sure you have volunteer management plans, procedures, and processing locations established as part of your preparedness planning.  Be certain to keep up-to-date contact lists for key volunteer organizations, and work to maintain steady relations with your primary groups.
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Leson #19

Have a plan and process for dealing with volunteers

In a large-scale incident you will likely have volunteer
organizations and private individuals who want to help

Some volunteer organizations must be invited
Many volunteers will self-deploy

Screen volunteers - Not all volunteers will be qualified for the
task they wish to help with

Get information quickly to your media partners regarding your
needs for volunteers

American
Red Cross

@ Therapy Partners, Inc®

Providing momerrs of cabrn in uncertain situatione 25
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Know what to do with volunteers.  Know how to get volunteers if you need them.  Know how to screen your volunteers.  Have a plan for all of this.  Test your plan.

If you experience a major disaster or crisis situation you will likely find both the need for and an abundant supply of volunteers.  Volunteer organizations such as Red Cross, Salvation Army, faith-based groups, and others can be excellent resources.  Some of these groups may reach out to see if their assistance is needed, others and many individuals may self-deploy.  Be sure you have volunteer management plans, procedures, and processing locations established as part of your preparedness planning.

Get information to the media quickly regarding who/how/where/if/when for prospective volunteers.
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eson #20

Test your communications infrastructure and plans regularly

Do you have an emergency communications plan? Has it been
tested?

Can your web servers handle 10,000 hits per hour? 50,000?
Do you have resilient radio communications?
What is your backup if phones are not available?

How many simultaneous calls will your telephone switches support?
Will that be adequate? Do you have redundancy?

Is Your Organization’s Communications Infrastructure Ready for Any Situation?
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As I mentioned earlier, effective communications is important – both towards perceptions in ensuring stakeholders have the information they need when they need it.  

Load test your web servers.  Our web servers at the beginning of 2010 were several years old.  During normal operations those systems were adequate for our needs, and even had some excess capacity.  When we began receiving 10s of thousands of hits per hour to our web site, those servers were stressed beyond that capacity.  Visitors to our site experienced lengthy page load times or simply could not get a connection.  This lasted for several hours and resulted in a negative perception of our communications capabilities.
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Lesson #21

Review your process for scripting, approving, and issuing emergency
and Iinformational messages

= Who has authority to issue emergency alerts? Informational
messages?

= What communication channels will you use for each?
= How long does it take to issue an emergency alert

= Include emergency notification system activation in your drills
and exercises - you don’t have to send a message to everyone
every time you drill, but test and time the process to authorize,
approve, and issue - the WHOLE process.
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Presentation Notes
Streamline your emergency notification and informational message approval and issuance processes.  Use pre-scripted messages that have been reviewed by and received the blessings of your administration, public affairs, and public safety groups.  Be sure you have a clear policy on who can authorize and who should issue emergency alerts.  Be sure those responsible for issuing alerts have ready access to and know how to use the alert system.

We learned valuable lessons about our notification process in the wake of the shooting . . . and that was the wrong time to be learning those lessons.  We tested our system regularly by sending out test messages, but we had never tested our process. 

A good drill or tabletop exercise – one that we have begun using – is to test the entire activation process, beginning with a simulated call to your campus police or other public safety entity and moving through the approval process and issuance of a test message.  Don’t forget that you need to “confirm” the threat - perhaps dispatch an officer to simulate confirmation and have them radio back to dispatch.
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_Lesson #22

Following a disaster an Institution’s most important
responsibllity is minimizing loss of student enroliment

* During planning you should identify alternate classroom,
laboratory, and office locations and personnel resources

= Develop mutual ald agreements with organizations outside the
region

= University and college systems should encourage cooperation
and ald agreements between sister institutions

= When business resumes be sure that your employees and the
public know you are ready for both returning and new students

lr |'1 *



Presenter
Presentation Notes
Our tragic event and those of many other higher education institutions across the nation have shown that an institution’s most important responsibility following a disaster or crisis is minimizing the loss of students.  

The focus must be on quickly recovering operations so that the institution can continue to serve the needs of its customers – the students – and also continue to be appealing to perspective students and their parents.
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Leson #23

Don’t set recovery goals to simply return to where you were
before the event

= You will have a small window of time where individuals are willing
to set aside personal differences and work together for the
common good - capitalize on this opportunity

= Look for opportunities to gain support for mitigation and
emergency preparedness activities and to advance long-range
goals and campus master plans
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Presenter
Presentation Notes
Don’t set your recovery goals to simply return to where you were before your crisis event.  Look for and capitalize on opportunities to emerge stronger and better prepared.  You will probably find a unique opportunity to bring together groups and individuals who would not normally be cooperative with each other but who, for at least a limited time, are willing to set aside politics and differences to work towards a better, safer institution. 
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Don’t be afraid to ask for help and guidance

= Seek advice and guidance from other institutions who have
recovered from a similar crisis or disaster

= Consult public and media relations specialists
= Reach out to your community for aid and resources

= Seek support from nearby and/or sister higher education
institutions
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Presenter
Presentation Notes
Don’t be afraid to seek help and guidance during your recovery.  There are likely other universities and colleges who have faced and overcome similar situations and who would gladly share with you their insights and experience.  We are grateful to have received invaluable advice, guidance, and support from several institutions in the aftermath of our campus tragedy.  Universities such as Virginia Polytechnic and Northern Illinois went above and beyond in offering assistance.  We’re here today in that same spirit to share our lessons learned with our higher education colleagues.  

We also owe a debt of gratitude to our sister institutions – UAB and UA (Tuscaloosa).  In the aftermath of the shooting they provided us with additional police resources, IT support, faculty, and many other resources.
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Summary

= Expect the unexpected.

= Take care of the matters of the heart.

= Provide support and counseling for employees.
= Move forward. Create a new normal.

= Have a formal response and recovery strategy and keep it updated and
exercised regularly

=  Your top executive will be the person everyone looks to after a disaster

= Develop strong relations with emergency responders

= Communicate regularly with all stakeholders

=  Planning will help minimize loss of customers and revenue

= Keep detailed records of losses and recovery expenses

= Seek help and guidance from your community and beyond 31
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Presentation Notes
The most important lesson we learned:  It CAN happen here. Whether it be a fire, flood, tornado, hurricane, earthquake, death of a student, or a criminal or terrorist act, some of you will face a crisis or disaster sooner rather than later.  How you deal with the event itself and its aftermath will, to a great extent, determine how your institution is “judged” by the media, the public, your students, their parents, and your faculty and staff.  How capable you are of dealing with a crisis or disaster is directly related to how strong your emergency preparedness programs are.
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Questions?

For more information, please contact:

Kevin Bennett Laurel C. Long
Emergency Management Coordinator Assistant Vice President
kevin.bennettQuah.edu Human Resources
(256) 824-6875 longl@Quah.edu
(256) 824-6545/6381
Some material in this presentation adapted from “The Presidential Role in Disaster Planning and 32

Response: Lessons From the Front”, 2007, Society for College and University Planning
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